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Context: Safety-critical systems such as autonomous driving rely on cause-effect chains of asynchronous tasks,
where end-to-end latency must meet strict timing constraints. While design-time analysis provides guarantees,
runtime verification is required to handle runtime uncertainties. However, existing runtime methods often rely
on intrusive instrumentation or detailed white-box access, which are rarely available in practice.

Objective: This study aims to enable runtime verification of cause—effect latency in black-box systems, where
only task output events (write-events) are observable.

Methods: We formally extend the classic cause—effect latency verification problem to the black-box setting
and propose two lightweight algorithms: (1) a job-chain estimation algorithm that safely over-estimates
latency based on limited observations, and (2) a statistical verification algorithm that produces verdicts under
user-specified confidence levels, avoiding false positives by design.

Results: We theoretically prove the over-estimation error bounds and empirically validate them through
controlled experiments. Results show that estimation errors inherent to limited observability diminish when
chain utilization is high, the verification algorithm remains trustworthy with extremely low false positives,
while exhibiting limited conservative false negatives as a trade-off, and both algorithms incur negligible
runtime cost. An industrial case study on an autonomous driving system further confirms the practicality of
the proposed approach, successfully verifying 39 chains under black-box constraints with minimal engineering
effort.

Conclusion: The findings demonstrate that black-box runtime verification of cause-effect latency is both
feasible and effective, providing a lightweight and practical foundation for verifying timing requirements in
complex, safety-critical systems.

1. Introduction available. Black-box modules, vendor components, and distributed ex-

ecution across network boundaries make full observability impractical.

Safety-critical systems such as autonomous driving and robotics
consist of numerous asynchronous tasks that together accomplish com-
plex missions. Their data dependencies form cause—effect chains; for
example, sensor data may be processed through a sequence of com-
putations and ultimately drive an actuator or control decision. A key
safety requirement is that the end-to-end latency of these chains, or
cause—effect latency, must remain below a specified threshold. While
design-time verification provides guarantees, runtime verification is
essential to account for uncertainties such as workload fluctuations and
environmental variations.

Analyzing cause-effect latency requires knowledge of three key
aspects: (1) the time when a task reads its input, (2) the time when
it writes its output from the input, and (3) the data-dependency re-
lations that connect tasks. Capturing this information typically re-
quires thorough instrumentation and white-box access to the system
implementation. In practice, however, such access is often not readily
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In industrial settings, tasks may be developed by multiple partners,
leaving verification teams with only limited visibility into externally
observable events (as illustrated in Section 2).

To address this challenge, we propose a domain-agnostic runtime
solution for estimating and verifying cause—effect latencies in black-box
systems. We assume that only task output timestamps (i.e., write-
events) are observable at runtime, while other details such as read-
events or internal states remain hidden. Our solution consists of two
algorithms: (1) a job-chain estimation algorithm that reconstructs worst-
case job chains from observable events to provide safe over-estimates,
and (2) a statistical verification algorithm that estimates the p% upper
tolerance limit of latency and issues verdicts against a threshold &,
avoiding false positives under a user-specified confidence level y while
exhibiting limited conservative false negatives as a trade-off.
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Fig. 1. Cause-effect chains in the autonomous driving system.

1. Formalization of the runtime verification problem for cause—
effect latency in black-box systems, extending the classic defi-
nition.

2. Proposal of two lightweight algorithms: job-chain estimation and
statistical verification.

3. Formal proofs of estimation error bounds, showing safe over-
estimation of latency.

4. Empirical evaluation of estimation error, verification trustwor-
thiness, and runtime cost.

Finally, we briefly report our industrial experience applying the pro-
posed methods, demonstrating their applicability under real black-box
constraints.

The remainder of this paper is organized as follows. Section 2
introduces a motivating example, Section 3 defines the problem, and
Section 4 outlines our approach. Sections 5 and 6 detail the estimation
and verification algorithms, Section 7 presents the evaluation of the
algorithms, and Section 8 discusses an industrial case study. Finally,
Section 9 reviews related work and Section 10 concludes.

2. Motivating example

To illustrate the challenges of verifying cause—effect latencies, we
present our experience with an autonomous driving system developed
with industrial partners. The system integrates asynchronous tasks from
diverse sensing modalities (LiDAR, radar, camera, GNSS, IMU), forming
a complex network of cause-effect chains from inputs to outputs (Fig.
1).

Our mission was to verify whether the end-to-end latency from
input to output satisfied the safety requirement, defined as an upper
threshold (e.g., 0.5 s). However, the system operated under strict black-
box constraints: individual tasks were developed by different partners,
full access to the source code was not available to us, some tasks were
executed remotely across network boundaries, and the complexity of
the overall integration made it impractical to deploy complete instru-
mentation for end-to-end measurement. At least the output events of
each task (i.e., write-events) were observable, but other events and
internal states remained hidden.

This setting reflects a common industrial challenge: verifying la-
tency in black-box systems where direct measurement is infeasible and
only partial runtime data are available. Our algorithms address this by
enabling safe, lightweight analysis of cause-effect latencies without full
internal access.

3. Problem definitions

Motivated by the above, we base our study on the cause-effect chain
latency analysis problem. We first review the classic formulation under
white-box assumptions, then extend it to the runtime black-box setting
where only partial observations are available, requiring new estimation
and verification methods.
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3.1. Classic problem definition

The cause-effect latency problem is well characterized by [1]; we
refer to it here as the classic problem, summarizing only the parts
relevant to our extension.

Consider a system with a set of tasks T and a sequence 7, ...,7,
(n < |T]), where each task depends on the output of its predecessor.
Such a sequence defines a cause—effect chain:

E=(t) > —>1,),

where 7; € T. €y

The tasks in the cause—effect chain E execute under a given schedul-
ing mechanism of the system. Each execution instance of a task is
referred to as a job, and the cause—effect chain is instantiated as job
chains at runtime. A job chain ¢ is defined as:

c=p . dy), (2)

where each J; is a job of task 7;.

For each job J, let re(J) and we(J) denote its read-event and write-
event times, respectively, where re(J) < we(J). Since each job J;,; of
task 7;,; reads the output produced by job J; of task z;, the following
causality condition holds:

we(J;) < re(Jiyy). 3)

We measure the cause—effect latency of the chain E using the
Maximum Data Age (MDA) metric, which captures the worst-case data
freshness along the chain. To express the latency in terms of MDA, we
extend a job chain with two external time instants z and z’, yielding an
immediate backward augmented job chain [1,2]:

ac=(z,J,....J,, 7). ()]

Here, each job J; fori € {1,...,n—1} is the latest job of task ; satisfying
the causality condition in Eq (3). The time z = re(J,) is the read-event
time of the first job J;, and z’ is a time pivot such that J, is the latest
job with we(J,) < z’. To ensure that such augmented job chains exist,
we consider only time instants z’ after a warm-up, which is the period
during which the system reaches a steady state and relevant data have
fully propagated [1].
The length of the augmented job chain is defined as:

l(ac) =7 —z. 5)

The cause—effect latency (i.e., end-to-end latency) of the chain E
using the MDA metric is defined as:

Lat(E) = sup {/(%z,) | 2> fyarmp | - 6)

i.e., the supremum of the lengths of all immediate backward augmented
job chains considered after the end of the warm-up period #,,myp-

The latency is verified against a user-specified threshold 6 (e.g., tim-
ing requirements) as follows:

Lat(E) < 6. @]

3.2. Necessity of problem extension

To determine Lat(E), the classic problem assumes that the true
immediate backward augmented job chain ac is known. Specifically,
the following information is required to capture the true chain ac as
shown in Fig. 2:

+ The precise start (i.e., read-event re(J)) and end (i.e., write-event
we(J)) times of each job.

+ The data dependencies between specific inputs and outputs of
individual jobs.
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Fig. 2. Information Required for the classic problem definition.

However, these requirements are often unrealistic in practice. Black-
box or third-party modules run asynchronously, making code instru-
mentation for data flow or job timing infeasible. In such cases, the true
data dependencies and lengths of jobs are not directly measurable and
must be inferred through indirect observation or runtime logging. In
addition, the execution time of the job is often nondeterministic, so
the cause—effect latency Lat(E) is no longer fixed at runtime. It varies
due to uncertainties in operation, such as computation load, network
delays, or power constraints. These render static analysis insufficient
and necessitate runtime verification for safe estimation.

3.3. Extended problem definition

To address the realistic constraints discussed above, we extend the
classic problem.

We first define the estimated job chains of a given cause—effect chain
E as:

=, 0, ®)

and the corresponding estimated immediate backward augmented job
chain as:

A~

=30, 0.2). ©)

Here, ¢ and ¢ denote the estimations of the actual but unknown
job chain ¢ and immediate backward augmented job chain ac of E,
respectively, and f, are the constituent jobs of the estimate. The value
z= re(fl) denotes the read-event time of the first estimated job, and
z' > we(f,,) is the given time pivot, as in the original definition of ac. It
is important to emphasize that z’ is given and not estimated, whereas
the other elements of ac are inferred backward from z.

We also extend the cause-effect latency of E using the MDA metric
under the running system state at a specific time point ¢ as Lat,(E), and
define the function of estimated cause—effect latency of E at the time ¢
based on the estimated immediate backward augmented job chains &,
as:

Lat,(E) = sup {l(aA_cZ,) ‘ t>z7 > Twarmup} . 10)
Lat,(E) > Lat,(E). an

The goal is to find an estimate Lat,(E) that closely approximates the
true latency while safely over-estimating it, minimizing the difference
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Immediate backward augmented job chain estimate
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Fig. 3. Observability scope assumed in this paper for the extended problem
definition.

IE,(E)—Lat ((E). A verification use case based on this definition is to use
the estimated latency to verify whether Lat,(E) < 6 holds, by checking:

Lat,(E) < 6. 12)

This extended problem facilitates the practical verification of cause—
effect latency of running black-box systems. The central challenge lies
in deriving a sound estimate of immediate backward augmented job
chain ¢ and Lat,(E) of the given E using only the limited informa-
tion that is readily available at runtime. Accordingly, the system’s
observable scope and models must be further specified, as it can vary
depending on the system under verification.

3.4. System models of this paper for the extended problem

This section defines the system models that we focus in this paper
for proposing a practical solution of the extended problem.

Fig. 3 first illustrates the limited observability scope of the target
system. We assume that the write-events of jobs in the cause-effect
chain of interest are only observable at runtime. In contrast to the
information required for the classic problem shown in Fig. 2, the true
data dependencies and read-events of jobs may remain unknown.

This level of observability is practical in many real-world sys-
tems. By monitoring the intra-task communication layer, publication
signals of task outputs can still be observed, even when some tasks
are implemented as or encapsulate black-box modules. For example,
in robotics applications developed on the Robot Operating System
(ROS), publication events can be captured via Data Distribution Service
(DDS) middleware or an observer node. In contrast, monitoring data
dependencies and read-events is harder, especially for black-box ROS
nodes without dedicated probes or logging support.

Furthermore, we adopt the semantics of periodic tasks and their
implicit communication [1] to formally model the cause—effect chain
of the system under verification. Fig. 4 illustrates these semantics. A
periodic task 7; is defined as 7; = (C;, T, ¢,,), where C, is the worst-
case execution time of a job of the task, T, is the period between
consecutive job releases, and ¢, is the release offset of the first job.
That is, the task releases a job every T, time units starting from
¢.,, and each released job requires at most C, units of execution
time within its release interval under the given scheduling mechanism
(e.g., preemptive or non-preemptive). The Job J’s read-event re(J) and
write-event we(J) correspond to the beginning and end of its execution,
respectively, thereby realizing the implicit communication between
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Fig. 4. Task communication semantic assumed in this paper for the extended
problem definition.

dependent tasks. Accordingly, the read-event re(J; ;) and write-event
we(J; ;) of the jth job of task 7; satisfy the following timing constraint:

b, + T, <re(d; ) < we(J;;) < b +(+ DT, . 13)

This model is widely adopted in both formal analysis [3-5] and in-
dustrial applications [6-8], for example in autonomous driving pipelines
composed of sensing, localization, perception, planning, and control
modules. Accordingly, our proposed solution for the extended cause—
effect latency verification problem assumes that the cause-effect chain
E under analysis follows the above semantic model. It provides the
theoretical basis for deriving the latency estimate, and underpins the
ground truth used throughout this paper, including its use in the
evaluation setup. While the complete timing parameters of the chain
are not available at runtime, observable write-events form the basis of
the estimation grounded in the model.

This section has defined the extended problem of runtime cause—
effect chain latency verification in black-box systems and introduced
the system models assumed in our proposed solution. The following
sections present the practical solution to this problem.

4. Overall approach

We propose a practical solution for the runtime verification of
cause—effect latency formally defined in Section 3. Recall that the
problem has two core objectives:

» Estimate cause—effect chains from the limited observability of

black-box systems.

+ Verify at runtime whether the observed latency satisfies a user-

specified threshold.

Our solution addresses the objectives with two core steps, as illus-
trated in Fig. 5: (1) job-chain estimation, and (2) runtime verification of
cause-effect latency. We assume that task output events (write-events)
in a chain E = (¢,...,7,) are observable at runtime, as described
in Section 3.4. From observed timestamps {we(J;) | i € {l,...,n}},
the first step reconstructs worst-case job chains and derives samples
of job-chain lengths /(¢). The second step statistically analyzes these
samples to estimate the cause—effect latency and verify whether it
satisfies the threshold § under a user-specified confidence y. The result
is a verdict on whether Lat,(E) < §. Both steps run automatically
and asynchronously, enabling continuous verification from the latest
observations. The following sections detail these two steps.

5. Estimation of the job chain length

We propose an algorithm that estimates job chains at runtime based
on the observed write-events of the given cause—effect chain. The
following subsections present the estimation algorithm and provide a
formal proof of the over-estimation bound.
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Running chain E = (74, ..., 7,;) under observation

Write-event timestamps we(J;)[i € {1, ..., n}

Estimation of runtime job chain and lengths (Section 5)

Samples of runtime job chain lengths l('aAT)

Verification of runtime cause-effect latency (Section 6)

Verification result Lat,(E) < §

[% User

Fig. 5. Overall process for runtime cause—effect latency verification in a black-
box system.
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Fig. 6. An example of the job chain estimation.

5.1. Job chain estimation algorithm

Based on the definition of our runtime latency estimate I;E,(E)
defined in Eq. (10), the first step is to collect instances of ¢ from write-
events only. By tracing backward from the given end time pivot z’ to
its source z, this estimation runs online, ensuring verification reflects
the most up-to-date chain length.

Fig. 6 illustrates the concept of our job-chain estimation algorithm.
We consider a cause—effect chain £ = (r; - -+ — 73), where the
write-events of each task — marked as red downward arrows — are
observable at runtime. All other details, such as job releases and read-
events, remain unobservable but follow the task semantics defined in
Section 3.4.

After a warm-up period, a backward chain @c can be defined from
the current time. In the example, the current time is z/ = 16, and the
second job of the third task, J;,, is taken as the target job. According
to the definition, the corresponding ac is (z = 5, J 3, J5,,J3,, 2" = 16),
shown as the green dotted double-line arrow, with length /(ac) = 11.
Although this ac is the actual job chain, it remains unobservable due
to limited visibility.

We therefore perform a safe over-estimation of the job chain, start-
ing from the current time z’ = 16. Such over-estimation is safe in the
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Algorithm 1: Job chain length estimation

Precon.:
Input

Cause-effect chain E = - 1,)
: Write-event time-series dataset D

| D:={D,,D,,,.... D}

| D, := [WC(J,-J), we( k)]s
Current time 2z’ > we(J,, )

(t) = -

Output : Estimated job chain length 7

Init : Empty estlmatlon of job chain ac ac
| ac ac := (z, Jl, vend 2
| 'I = (treﬂ we)’ ~
Read-event lower-bound re(J) :=1,,,
Dataset filter D* :={t€ D, |t < x}

1 m<|D, |
2 J, < (D, [m—11.D, [m])

3 foreach i€ [n—1,n— .,1] do
o | DL~ D:’e("“)

5 if D! = ¢ then return none
6 m«— |D’T‘_|

7 | Ji (DL Im =11, D/, [m)

8 if i = 1 then

9 ‘ 2 re(J)

10 end

11 end

~ ;oA
12l «Z72 -2

13 return /

context of cause—effect latency verification — i.e., checking whether
Lat(E) < 6 — because it avoids false positives. The estimated job chain
ac is shown as the purple double-line arrow in Fig. 6. The estimation
process proceeds as follows:

First, we find the most recent write-event of the target task, we(J;,)
= 15, and estimate its read-event re(J; ;). Although re(J;,) is unknown,
the semantic rule (Eq. (13)) ensures that we(J; ) < re(J3,). Thus, we
safely estimate the lower bound of re(J;,) as we(J5;) = 11.

Second, we estimate J, = J, . based on we(J3;), the safe estimate
of re(J3,). By the causality rule (Eq. (3)), we require we(J,,) < re(J3,).
Since we(J3 ;) is a safe lower bound for re(J3,), we select the most re-
cent write-event we(J,,) = 10 satisfying we(J,,) < we(J3 ;). Following
the same rationale as in the first step, we estimate the lower bound of
re(J,) as we(J, ;) = 5.

Third, we estimate J, = J 1.x using the result of the previous step in
the same manner. In this example, we obtain fl = J|, with write-event
we(J; ,) = 4, and estimate the safe lower bound of its read-event re(J; ;)
as we(J; ) = Z = 2. As a result, the estimated length of the job chain is
l(‘aAT:) = 14. Although the estimated length 1(2%) does not exactly match
the true length I(ac), it provides a safe over-estimation of the chain
length under limited observability.

Algorithm 1 presents our runtime job chain length estimation pro-
cedure for a given cause—effect chain. The Precondition specifies the
analysis target as a cause-effect chain E = - 1,), where
each task 7; produces an observable sequence of write-events during
execution. The Input includes a write-event time-series dataset D,
where each task 7; has its own ordered list D, of observed write-event
timestamps, indexed from 1 with earlier events appearing first. Each
list may have a different number of entries, denoted by k;. In addition,
the current observation time z’ is provided, which must be greater than
the most recent write-event of the last task we(J, . ). The Output is the
estimated chain length T=1 (ﬁ) of the estimated job chain derived from
these observations.

The Init block prepares the necessary definitions and intermediate
structures. The estimated job chain ac is initialized as an empty chain

() = -
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containing the estimated start time Z, a sequence of estimated jobs
Ji,...,J,, and the given time pivot z’. Each estimated job J is repre-
sented as a pair (t,,.,,), Where ¢,, denotes a conservative lower bound
on the (unobservable) read-event time, and r,,, is the exact (observable)
write-event time. Specifically, an estimation J = (¢,,.?,,) estimates J
implying the following:

+ The read-event time is expected to satisfy ,, < re(J) < t,,.
+ The write-event time is expected at we(J) =1,

For f, we define its read-event lower-bound estimate as re(f) =
t... Note that this notation overloads re(-): while re(J) denotes the
read-event of an actual but unknown job J, re(f ) is used throughout
this paper to represent an inferred lower-bound estimate of the read-
event for the estimated job J. In addition, we define a filter operation
DT> to extract the sublist of write-events from D, that occur strictly
earlier than a given threshold x—used later to select candidate jobs
when propagating backward. The filtered dataset preserves the original
ordering, meaning earlier timestamps (i.e., lower indices starting from
1) always appear first.

The process begins by setting m to the size of the dataset D, of the
last task z,, (Line 1). It then identifies the most recent job f of task
7, from the dataset D, , constructing its estimate as (D [Im—11,D, m])
(Line 2). Here, the last observed write-event pr0v1des the exact ! s
while the preceding event offers a conservative lower bound on the
read-event.

Next, the algorithm iteratively estimates upstream jobs f, for each
task 7; (i =n—1,...,1) (Lines 3-11). At each iteration, the dataset D,
is filtered to retain only those write-events that occur strictly earlier
than the estimated read-event of the downstream job J;,; (Line 4).
This step assumes no explicit inter-task transmission delay, a common
simplification since such delays are typically negligible compared to
computation time [9,10], making the resulting over-estimation still
valid. If the filtered dataset D’ is empty, meaning that no preceding
write-event is available to conservatlvely bound the read-event of the
current job, the algorithm returns none (Line 5). This indicates that
the job-chain length cannot yet be estimated from the available data.
This situation typically occurs when the system has not yet reached
the warm-up phase required to form valid immediate backward chains,
or during the initial phase of runtime monitoring. The estimation then
resumes once sufficient write-events have been accumulated to provide
an up-to-date job-chain length estimate.

From the filtered dataset, the most recent two events are selected
to construct f, = (D ' [m - 1], D, i [m]) (Line 7), ensuring causality is
preserved while maintaining a conservative bound. When the first task
(i = 1) is reached, the algorithm sets Z to the lower-bound estimate of
its read-event (Line 9), marking the beginning of the estimated chain.

After completing the loop, the estimated job chain length 7 is
computed as the difference z’ — Z (Line 12). This value 7 provides a
safe over-approximation of the runtime job-chain length based solely on
observable write-events, ensuring conservative verification under lim-
ited observability. Finally, the algorithm returns the estimated length 7
(Line 13).

The algorithm runs continuously, triggered each time a new write-
event is added to the dataset D. At each step, it anchors at the most
recent sink job at time z’ and propagates backward to reconstruct the
chain up to its inferred source. Each run yields an estimated length 7 for
the current chain instance, and these values accumulate into a sample
set used for statistical verification.

5.2. Proof of the over-estimation error bound

Our algorithm uses only observable write-events to estimate the
job chain length. To ensure safety under limited observability, the
algorithm is designed to produce an over-estimate of the oracle chain
length. This may introduce a discrepancy between the estimated and
the oracle chain lengths. However, the resulting over-estimation error
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is provably bounded under the semantics in Section 3.4, enabling users
to take this bound into account. Below, we present the proof of the
over-estimation property and the corresponding error bound.

Consider an actual job chain ac = (z, J, N J, dy ,z') with length
I(ac) = z — z, and an estimated job chain ac = (z Jl, ,J,,,z) with
length I@@e) = 2 - z, where the latter corresponds to the algorithm
output denoted by 7. The over-estimation error 4 is defined as

A = (@) — (7). 14

To bound 4, we derive and compare theoretical ranges for /(ac) and
I(ac) in terms of the given time pivot z’ and the task period T specified
by the system semantic in Section 3.4.

Lemma 1 (Over-Estimation Property). For a given pivot time z/, let ac be
the oracle augmented job chain and Gc the estimated chain returned by the
algorithm. Then the estimated chain length is never smaller than the oracle
chain length, i.e.,

(@) > 1(a@). (15)

Proof. Let I(ac) = z’ — z denote the oracle chain length, where z is
the true start time of the chain, and let l(‘a:E) = 7/ — Z be the estimate
returned by the algorithm, where Z = re(fl ). Hence, it suffices to show
that Z < z. We argue this by backward induction along the chain.

Base case. For the last job, the algorithm constructs J, = (z,,.1,,) from
the final two write events of 7, where ¢,,, = we(J,) and t,, is interpreted
as a lower bound on the true read time. By the estimation semantics, we
have 1,, < re(J,), implying that the estimated read-event lower bound
does not exceed the oracle one.

Inductive step. Assume that for some i, the estimated read-event lower
bound satisfies re(J;) < re(J;). When estimating the preceding job J,_,,
the algorithm uses re(.?;) as the pivot and filters the dataset to write
events strictly earlier than this pivot. Since the pivot is no later than
the oracle read time re(J;), this filtering cannot introduce later ones.
As a result, the selected pair of write events for .l/,\_l can only stay the
same or move earlier in time, and the resulting lower bound re(.ﬁ_\]) is
no greater than re(J;_;).

By induction, this argument propagates to the first job J;, yielding
re(fl) <re(J)), i.e., Z < z, and thus

1) > 1@). O (16)

Lemma 2 (Bound of the Actual Augmented Job Chain Length). Let ac =
(z,J1,...,J,,2") be an immediate backward augmented job chain of a
cause—effect chain E = (z,, ..., 7,) under the periodic task semantics defined
in Eq. (13). Then the length of the augmented job chain satisfies

l(@) € 0,2y T,). a7)

i=1

Proof. To bound /(ac), we decompose the chain length at the read-
event of each job:

l(@c)=7 -z
=7 - re(Jy ;)
=(Z - re(J,; N+

((re(d,,;,) —re(_y, D+ -+ (re(Jy ;) -
1, I
n—1
=(Z —re(J,, ))+Z(re( i) — e 18)
=1
Here, /; denotes the latency contribution associated with task z;.

re(Jy ;)
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Bounding I, = (z' — re(J,, ;) Since z' is provided as the time immedi-
ately following we(J,, ) we have

re(J,; ) < we(J, )< 7 < we(J, i 1) (19)

By the periodic-task semantics in Eq. (13), the following bounds
hold:

we(J,; ) € b, +n
we(J,; 1) € [§, + i+ DT,

re(J,; ) € b, +J,T,

TT ’¢T + (,jn + ]‘)TT"]’
b+ Uy DT, 1,
e+ Gy + DT 1. 20)

Combining the first two inequalities in Eq. (20) with Eq. (19) yields

2 €y, +JTr, br, + Uy + DT, (2D

Hence, by combining the third inequality in Egs. (20) and (21) with
Eq. (19), we obtain

I, = —re(d,; ) €0, 2T, ). (22)

Bounding I; = (’e(JHLj,»H) —re(J; ;) for i < n—1. By the semantics
defined in Egs. (3) and (13), the following temporal relationship holds:

re(J,-,ji) < we(J; ) < re(J,HIH) < we(.l,-,jiﬂ). (23)

From Eq. (13), the events of 7; satisfy

re(Ji;) € [¢r, +JjiTe,, ¢, + (i + DT 1,
we(J; ;) € (¢, +JjiT,, ¢, + (i + DT ],

we(J; j 1) € ¢, + Ui + DT, b, + (i + 2T, 1. 24)
Combining Eq. (24) with Eq. (23), we obtain
re(Jiv1j,,) € lbg, +JiTe . br + Ui +2T). (25)

Hence, by combining the first inequality in Egs. (24) and (25) with
Eq. (23), we obtain

I = (re(Jis1,,,) = re(J; ;) € 0,2T,). (26)
Bounding I(ac). Summing the bounds derived in Egs. (22) and (26), we
obtain

n—1

(@) =1, +Zle[0 ZZT) 27)

Lemma 3 (Bound of the Estimated Augmented Job Chain Length). Let
= (Z, T, 1o Jn, z") be the estimated immediate backward augmented job
chain obtamed by the estimation algorithm. Then the length of the estimated
augmented job chain satisfies

I(@) € 10,3 Y. Ty,). (28)

i=1

Proof. To bound / (aAT), we decompose the chain length at the estimated
read-event of each job:

@) =2 -2
=2 —re(J))
= ~re(J,)
+(re(],) = re(J,_)) + -+ + (re(Jy) — re(J}))
= (2 = reJ, ))+2(re< ) = re(7). (29)

i=1
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Bounding f;, =(Z - re(f,,)). By the algorithm,
we(J, 1) < re(],) < we(J, ;) < 2 < we(l, ;. 41). (30)
By the periodic task semantics in Eq. (13), we have
W, 1) € [y, + (k= DT, L o +K,T, 1,
we(Jy i) € g, + kT s b, + (ky + DT ],
we(J, i, +1) € (b, +(k, + DT, , &, + (k, + DT ] (€3]
Combining Eq. (31) with Eq. (30), we obtain
2 €lp,, +k,T, , b, +(k, + 2T, ),
re(J,) € [p,, + (k, = DT, . ¢, +(k,+ DT, 1. (32)
Hence, by combining the inequalities in Eq. (32) with Eq. (30)
I, = —re(J,)) €10, 3T, ). 33)
Bounding 7‘\ = (re(J/[J: )A— re(f,»)) for i < n—1. The algorithm estimates
the read-event of job J; as the second/—liitest write-event before the esti-
mated read-event of its successor re(J;,;) (Lines 4-7). Let the estimated

value be re(fi) = we(J; ).
By the semantics defined in Egs. (3) and (13), we have

we(J, ) < re(d)) < we(J ) < re(Jiyy) < we(J] c40)- (34)
From Eq. (13), the events of 7; satisfy
we(J; ) € [¢,, +xT,, ¢, + (x+ DT, 1,
we(Jj 1) € ¢, + (x+ DT, ¢, + (x + )T ],
we(Jjx12) € ¢, + X+ 2T, , ¢, + (x+3)T ] (35)
Combining Eq. (35) with Eq. (34), we obtain
re(Ji31) € [y, + (x + DT, , b, + (x +3)T,),
re(J;) € ¢y, +xT,, ¢ + (x +2)T, . (36)
Hence,by combining the inequalities in Eq. (36) with Eq. (34)
[; = (re(J 4)) — re(J))) €10, 3T,). (7

Bounding l(‘aA_c). Summing the bounds derived in Egs. (33) and (37), we
obtain

n—1 n
@) =0+ €03 T) O (38)
i=1 i=1
Theorem 1 (Bound on the Over-Estimation Error).
Let ac be the oracle augmented job chain and ac the estimated chain

returned by the algorithm for a given pivot time z'. Then the over-estimation
error A = I(ac) — I(ac) satisfies

n
0<A4<3)T,. (39)
i=1

Proof. By Lemmas 2 and 3,

T,I_) and (@) € [0, 32Tq>. (40)

n
i= i=1

I(ac) € [0, 2

i=1

Hence,

A= I(@) - (@) € (-223, 3ZT,’). (41)
i=1 i=1

Moreover, by Lemma 1, 4 > 0 holds for any pivot time z’. Therefore,

Ae [0,32T,i). O (42)
i=1
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This theorem provides a formal guarantee that the algorithm’s
over-estimation error is bounded by constants determined by the task
periods, under the system models specified in Section 3.4. Conse-
quently, practitioners can pre-compute the worst-case error budget
based on available system knowledge or design assumptions; in partic-
ular, the maximum over-estimation is 4., <3 X, T, v, For example,
in the extreme case where the oracle chain length /(ac) approaches
its minimum while the estimated chain length /(ac) approaches its
upper bound, the error approaches 3 Z,'.;l T,. Conversely, if both /(ac)
and I(Z;\_c) approach their upper bounds, the gap approaches Y, T,
i.e., roughly 50% of the actual chain length in that regime.

While this theoretical bound is conservative, it provides a formal
worst-case guarantee on the estimation error based solely on observ-
able write-events in the runtime black-box setting, which we further
evaluate empirically in Section 7.

6. Verification of the cause-effect latency

The cause-effect chain latency estimate is defined as IZ\T,(E) =
sup{l(‘z;-c)} in Eq. (10), the least upper bound of job-chain lengths. Since
the exact supremum is intractable without full system knowledge,
we instead estimate a statistical supremum from samples of job-chain
lengths collected online. The verification problem becomes a statistical
tolerance test: Does the upper p% tolerance limit (UTL) of the sample
distribution lie below the threshold 5, with confidence y? This enables
statistically sound bounds at prescribed coverage and confidence, using
only recent samples in a sliding window.

We solve this online with a sequential procedure combining
Welford’s mean/variance updates [11] and Howe’s k-factor tolerance
intervals [12]. At each step, a one-sided tolerance bound is computed,
declaring safe if below § or unsafe otherwise. This ensures rigorous,
efficient verification while minimizing sample requirements at runtime.

Algorithm 2 presents our verification procedure based on one-sided
tolerance intervals. The Precondition is a given cause-effect chain E
under verification. The Input consists of a sequence of estimated job-
chain lengths L = [TITZ ,Tk] passed from the estimator; the latency
threshold 6, specifying the desired upper bound; the coverage propor-
tion 0 < p < 1 (e.g., 95%), defining which population quantile must
lie below §; the confidence level 0 < y < 1 (e.g., 99%), guaranteeing
statistical reliability; and two runtime bounds: the minimum number of
warm-up samples n;, and the optional maximum number of samples
nnax used in a single verification run.

The Output reports a verification verdict yw € {safe, unsafe}. Here,
safe (corresponding to a positive verification result) indicates that the
requirement Lat,(E) < § is expected to hold with the prescribed cov-
erage and confidence, where this requirement captures a safety-related
constraint on the end-to-end latency, while unsafe (corresponding to a
negative verification result) indicates that the requirement is statistically
violated. In addition, the algorithm reports the current estimate of
the cause-effect latency, given by the computed upper tolerance limit
Lat,(E).

For the interpretation of the verification verdict, due to the
statistical nature of the verification, the reported verdict may be subject
to false positives and false negatives. In this context, a false positive
corresponds to reporting safe when the requirement Lat,(E) < §
is in fact violated, whereas a false negative corresponds to reporting
unsafe despite the requirement being satisfied. These outcomes reflect
different aspects of verification trustworthiness, ranging from potential
safety risks due to false positives to conservative verification decisions
due to false negatives, and are analyzed in detail in Section 7.3.

The Init block initializes the online statistics and decision variables.
It sets the sample count n « 0, the running mean x < 0, and the second-
moment accumulator M, « 0 for Welford’s updates [11]. The verdict
is initialized as y « NaN, and the estimated latency upper and lower
limit as u « NaN and / < NaN.
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Algorithm 2: Cause-Effect latency verification

Precon.: Cause-Effect chain E
Input : Samples L = [7172 ,Tk],
Upper limit threshold 6,
Content (coverage) p € (0, 1),
Confidence level y € (0, 1),
Warm-up steps n;, > 3,
Optional max steps n,,, (= nyin)
Output : Verdict ¢ € {safe,unsafe},
Latency estimate IZR,(E)
Init tn<0,x<0, M, <0,
v < NaN, u < NaN,/ « NaN
Def :Welford(nx M, x):
Online mean/variance update [11]
return n,x, M,
HoweK(p,y,v,n):
k-factor for normal tolerance intervals [12]
return k

1 foreach x € L in reverse order do

2 n,x, M, < Welford(n,x, M, x)

3 if n < ng;, then continue

4 ven—1

5 s \/M,/v

6 k < HoweK(p,y,v,n)

7 U< x+ks

8 | « Xx—ks

9 if u < 6 then

10 ‘ y « safe, break // Lat(E) <6
11 end

12 else if / > 5 then

13 | w < unsafe, break // Tat(E) £ 6
14 end

15 else if n = min(n,,,,. | L|) then

16 ‘ v < unsafe, break // Tat(E) £ 6
17 end
18 end

19 Lat,(E) < u
20 return w,sz,(E)

For the procedure, two statistical tools are employed in the Def
block. Welford’s algorithm [11] enables numerically stable online up-
dates of the mean and variance, supporting sequential latency estimates
without storing past data. Howe’s k-factor method [12] provides exact
constants for one-sided tolerance intervals with unknown variance,
enabling rigorous verification under the unknown latency distribution
of a black-box system. Together, they form the statistical foundation
for the procedure described below.

The procedure begins by iterating over the job-chain length samples
starting from the most recent one (Line 1). For each new sample,
the mean and variance are updated online using Welford’s method
(Line 2). If the number of processed samples has not yet reached the
minimum warm-up threshold n,;,, the algorithm skips decision making
and retrieves the next sample (Line 3). Once enough samples are
available, the procedure computes the sample standard deviation (Line
5), retrieves Howe’s k-factor for the current sample size and degrees of
freedom (Line 6), and then constructs the upper and lower tolerance
limits (v and /, Lines 7-8).

The k-factor serves as the principal mechanism for estimating the
upper tolerant limit. Intuitively, k increases when: (i) the required
coverage proportion p is higher, pushing the tolerance bound further;
(ii) the required confidence level y is higher, demanding stronger
statistical guarantees; or (iii) the available sample size n (and thus the
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degrees of freedom v) is smaller, reflecting greater uncertainty from
limited data.

Based on these bounds, decisions are made as early as possible using
the smallest number of samples, while focusing on the most recent data
whenever possible. If the upper bound u lies below the threshold §,
the system is declared safe (Line 10). If the lower bound / lies above
5, the system is deemed unsafe, even if not all samples have been
consumed (Lines 13-16). If neither condition is met (e.g., when u> &
but /< 6, meaning the upper tolerance bound suggests possible violation
while the distribution is not fully above the threshold), the algorithm
continues to process additional samples. If the maximum number of
samples n,,, or the dataset size |L| is reached without a conclusive
decision, the system is judged unsafe solely based on the final u. At
this point, the most recent upper tolerance limit is reported as the
runtime estimate of the cause-effect latency IiaT,(E) (Line 19). Finally,
the algorithm returns both the verdict and the latency estimate (Line
20).

The verification algorithm is executed periodically with new length
samples accumulated by the estimator. The verdict y is continuously
updated to indicate whether the requirement Lat,(E) < 6 holds, while
incurring only the minimal cost needed to guarantee the prescribed
coverage and confidence. The feasibility of adopting tolerance-interval-
based verification in this context, as well as the empirical cost of our
algorithm, is evaluated in Section 7.

7. Evaluation

This section evaluates our proposed approach for runtime verifica-
tion of cause-effect latency in black-box systems by addressing four
research questions (RQs):

* RQ1: Does the job-chain estimation algorithm satisfy the theoret-
ical over-estimation error bound?

* RQ2: How do chain characteristics (e.g., utilization, number of
tasks, task periods) affect the estimation error?

* RQ3: How trustworthy are the results of our verification algo-
rithm?

* RQ4: Are the estimation and verification algorithms lightweight
enough for online deployment?

The following subsections address these questions. Section 7.1
validates the theoretical error bound and quantifies empirical over-
estimation. Section 7.2 investigates how chain parameters influence
estimation accuracy. Section 7.3 evaluates the statistical reliability
of verification under varying tolerance (p) and confidence (y) levels.
Finally, Section 7.4 measures runtime overhead, confirming that both
algorithms operate efficiently for real-time use.

Although our approach targets black-box systems, the evaluation is
conducted through white-box simulations, where the ground-truth laten-
cies, grounded in the model described in Section 3.4, are observable
but remain unknown to our approach, rather than relying on a purely
black-box or confounded evaluation setting. The cause—effect chain
parameters are generated synthetically in a domain-agnostic manner to
introduce controlled randomness suited to each experiment’s objective,
without relying on domain-specific knowledge or general task-graph
models typically used for scheduling benchmarks [13-15]. Detailed
settings are explained in the following subsections. All experiments
were performed on a workstation with an Intel Core i9-class CPU and
64 GB DDR5 RAM running Ubuntu 22.04 LTS. The evaluation was
purely CPU-based without GPU parallelization, ensuring that the re-
ported runtime costs reflect algorithmic efficiency rather than hardware
acceleration. The experimental code used in this evaluation is available
in a repository.!

1 https://github.com/yongjunshin/Runtime_Verification_of Cause_Effect_
Latency_in_Black_box_Systems


https://github.com/yongjunshin/Runtime_Verification_of_Cause_Effect_Latency_in_Black_box_Systems
https://github.com/yongjunshin/Runtime_Verification_of_Cause_Effect_Latency_in_Black_box_Systems
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Fig. 7. (RQ1) Comparison of oracle and estimated job-chain lengths. Subfigure (a) shows absolute chain lengths produced by simulation, while subfigure (b)
shows lengths normalized by the theoretical chain-length bound of the simulated semantics.

7.1. Validation of over-estimation error bound

In RQ1, we aim to validate the correctness of the theoretical er-
ror bound of our estimation algorithm. To this end, mimicking the
uncertainty of real cause—effect chains in practice, we simulate ran-
dom chains and collect their execution traces, which include read-
and write-events as well as the oracle job-chain lengths. The oracle
lengths serve as ground truth against which our estimation algorithm is
evaluated. Using only the write-event traces, our algorithm reconstructs
job chains and produces estimated lengths. We then compare these
estimates to the oracle values, focusing primarily on confirming that the
over-estimation error never exceeds the bound proved in Section 5.2,
while also assessing estimation accuracy within our random simulation
setting.

For the experiment, each chain E was modeled as an |E|-length
sequence of tasks ¢ = (C,T,¢) as defined in Section 3.4, without
any additional tasks outside the chain causing external interference.
Specifically, we considered 180 random profiles with the following
parameter ranges: chain length |E| € {2,...,10}, task period T €
[20,100] ms, worst case job utilization ratio C/T € [0.1,0.9], and task
phase ¢ € [0,T], where all parameters were sampled uniformly from
integer values except for ratio C/T, which was sampled from a contin-
uous uniform distribution. Profiled tasks in E were allowed to execute
concurrently assuming sufficient processing resources, which abstracts
away scheduling interference and narrows the nondeterminism to the
dynamic placement of read- and write-events, so that the execution
time of a job J corresponds to we(J) — re(J). For each job release,
the execution time was first sampled uniformly from integer values
in [1,C]. Then a feasible pair of integer events (re(J), we(J)) satisfying
we(J)—re(J) equal to the sampled execution time was uniformly placed
within the corresponding period. This results in dynamically varying
execution times and consequently variability in the resulting job chains.
These settings aim to simulate unknown chains encountered in practice
through unbiased, uniformly random sampling, without any adversarial
or favorable bias toward our estimation.

For each chain length |E| (9 cases), 20 random profiles were gener-
ated. Each profile was simulated 50 times to account for nondetermin-
ism in the job chains. In total, this procedure produced 9000 traces,
providing the oracle job-chain lengths as ground truth.

Fig. 7 presents the comparison between oracle and estimated job-
chain lengths. Subfigure (a) shows the raw simulation results: the x-axis

gives the oracle job-chain length, which varies across random chain
profiles depending on the number of tasks, task periods, and utilization.
As the number of tasks or task periods increases, the oracle chain length
tends to grow. The y-axis shows the corresponding estimates produced
by our algorithm. The over-estimation property is clearly evident, as all
points lie on or above the diagonal line; in other words, the estimated
length is always greater than or equal to the oracle length, providing a
conservative guarantee of safety.

To remove the direct influence of random chain profile parameters,
Subfigure (b) reconstructs the plot using values normalized by the
theoretical bound: the oracle length /(ac) € [0,2 Y T] and the estimated
length l(‘(;_c) € [0,3) T] for each simulation. All points fall strictly
within the theoretical error bound proved in Section 5.2, confirming
that the over-estimation is correct and conservative. The theoretical
bound represents a worst-case over-estimation scenario, which can oc-
cur only under unfavorable alignments of job executions—for example,
when the oracle chain achieves near-minimal propagation while the
backward estimation incurs unfavorable selections at every step. In
contrast, our simulation profiles are generated using uniformly random-
ized parameters to reflect chains that may be encountered without any
adversarial intent, making such adversarial settings across all parame-
ters highly unlikely. As a result, the observed estimation errors remain
well within the interior of the bound, reflecting typical estimation
behavior that users may expect when encountering unknown chains in
practice. Nevertheless, the proven bound remains valid as a theoretical
guarantee against all possible worst-case conditions.

Fig. 8 shows the histogram of estimation errors across all simulation
results, where the error is defined as A/I/(ac) with A = I(ac) — I(ac).
The average error was 53.99%, the 90th percentile was 95.7%, and
the maximum error was about 200%. In concrete terms, if the oracle
chain length were 100 ms, then half of the estimates would be below
153 ms, 90% of cases below 195 ms, and in the worst case the estimate
could reach nearly 300 ms. These results confirm that our algorithm
consistently produces conservative estimates of job-chain length, in line
with the theoretical guarantees.

Although the magnitude of error may appear large, it provides
practitioners with a clear margin when only write-events are observable
in a black-box system. This margin quantifies the conservativeness of
verification: the procedure never yields a false positive for Lat,(E) < 5,
and the true latency Lat,(E) may on average be up to 53% smaller
than the reported IET,(E). By acknowledging this conservativeness,
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Fig. 8. (RQ1) Histogram of estimation error expressed as a percentage of the
oracle job-chain length.

engineers can obtain runtime latency verification results without signif-
icant system intrusion and leverage them in subsequent iterative system
improvement. Nevertheless, the random-simulation analysis alone is
insufficient to predict the over-estimation error A more precisely; we
investigate this aspect further in RQ2.

Answer to RQ1l: Our job-chain length estimation always
produces an over-estimate, ensuring safe verification when
only write-events are observable in a black-box system.
The experiments confirm that the theoretical bound of the
over-estimation error proved in Section 5.2 is never violated.

7.2. Impact of chain characteristics on estimation error

In RQ2, we aim to analyze how the degree of over-estimation error
varies with the characteristics of a cause—effect chain. To this end, we
conducted controlled experiments focusing on three key parameters
derived from the semantic definition: the number of tasks |E|, the
task period T, and the job utilization ratio C/T, while fixing the job
execution time to its worst-case value C. Building on the random
profile generation used in RQ1, we introduced controlled variations in
these parameters to isolate and evaluate their individual impact on the
estimation error.

Specifically, we generated random chain profiles while controlling
the target parameters and fixing the others: (1) varying |E| € {2,...,10}
with four edge-case combinations of T € {20,100} and C/T € {0.1,0.9},
(2) varying T € [20,100] ms with four edge-case combinations of
|E| € {2,10} and C/T € {0.1,0.9}, and (3) varying C/T € [0.1,0.9]
with four edge-case combinations of |E| € {2,10} and T € {20, 100}.

To isolate the independent variable, all tasks within a chain shared
the same profile (i.e., identical T and C/T). For each experiment, we
generated 200 uniformly random parameter profiles and repeated 5
simulations for each of the four controlled settings, producing 1000
results for each of the three experiments. From the resulting traces,
we obtained the oracle job-chain lengths (ground truth) and the cor-
responding estimates from our algorithm, and then analyzed the error
ratio A/I(ac) as the dependent variable.

Fig. 9 illustrates how the estimation error varies with different chain
characteristics. The three subfigures are ordered by decreasing impact
of the independent parameter on the error.

Subfigure (a) shows the relationship between job utilization and
error. A strong negative correlation is observed: when utilization is
low (e.g., 0.1), the average error exceeds 100%, which corresponds to
the tail cases seen in Fig. 8. As utilization increases, the error steadily
decreases; above 0.6 utilization the average error drops to around 50%
(close to the overall average in Fig. 8), and at 0.9 utilization it falls to

10
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as low as about 6%. This behavior arises because our algorithm infers
unknown read-events solely from write-events: given two consecutive
write-events we(J; ;_;) and we(J; ;) of task ;, the unknown read-event
re(J; ;) must lie between them; with higher utilization, this forces re(J; ;)
to be closer to we(J; ;_;), reducing uncertainty and thus the estimation
error.

Subfigure (b) shows the effect of the number of tasks in the chain.
The relationship is relatively weak, but a slight downward trend is
visible: as |E| increases, the estimation error is accumulated across
more tasks, which reduces the likelihood of extremely high errors.
However, the average error does not change significantly with |E|,
indicating that task count has only a limited effect on overall accuracy.

Subfigure (c) shows the effect of task period. No significant correla-
tion is observed, indicating that the task period alone does not strongly
influence estimation error. If the task period is longer, the absolute
error has more chance to increase; however, since the error ratio is
normalized by the oracle chain length, this dependency does not appear
strongly in the relative error.

Overall, the results highlight that job utilization is the dominant
factor affecting estimation error. Fig. 10 illustrates this with concrete
simulation traces under different utilization scenarios. In the hetero-
geneous case (Sub Fig. 10(a)), the error was about 56%, which is
close to the average observed in RQ1. When utilization was extremely
low (Sub Fig. 10(b)), the error rose to 121%, demonstrating how idle
gaps between write- and read-events can exacerbate over-estimation.
Conversely, at high utilization (Sub Fig. 10(c)), the error decreased
sharply to only 6%, as dense execution of tasks leaves little uncertainty
for the estimator.

For practitioners, this implies that the accuracy of our estimation
algorithm improves significantly when the chain operates at high uti-
lization. In other words, if the periodic tasks of a chain leave little
idle time in resource usage, the verification results are expected to
be highly accurate. Recall that this is because our algorithm infers
unknown read-events solely from write-events, and higher utilization
places read-events closer to preceding write-events, thereby limiting
estimation error. Although job utilization may be unknown in a black-
box setting, it is often the case that periodic tasks are designed with
well-chosen periods to achieve relatively high utilization, in which case
the error of our estimation algorithm will remain limited. Moreover,
when some knowledge or assumptions about utilization are available,
the resulting estimation error can be better interpreted, making verifi-
cation outcomes more reliable during system development as well as
in-field monitoring.

Answer to RQ2: Estimation error is mainly affected by job
utilization of the chain: as utilization increases, the error
decreases significantly. At high utilization (e.g., C/T ~ 0.9),
the error ratio dropped to around 6% on average, enabling
highly accurate estimates in realistic, well-utilized chains.
Other factors such as task count and period showed only minor
influence on the error.

7.3. Trustworthiness of verification results

In RQ3, we aim to evaluate the trustworthiness of the verification
algorithm by analyzing the correctness of its two outputs: the verdict
yw and the reported latency estimate I:';?,(E). First, the verdict v €
{safe,unsafe} indicates whether the requirement Lat,(E) < § holds un-
der the prescribed coverage p and confidence y. Here, safe corresponds
to a positive verification outcome with respect to the timing constraint,
while unsafe corresponds to a negative outcome. Accordingly, the
verdict may be subject to false positives, which can lead to safety risks
by incorrectly accepting a violated constraint, and false negatives, which
arise as a conservative trade-off by rejecting a satisfied constraint.
In this evaluation, we analyze the rates of false positives and false
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negatives. Second, the reported value I:'R,(E) represents the p% upper
tolerance limit estimated at runtime, which should closely approximate
the true p% quantile of the samples. For this output, we analyze the
estimation error with respect to the corresponding ground-truth value.
Together, these outputs determine whether the algorithm can provide
reliable runtime decisions and meaningful latency bounds.

To evaluate this, we designed a controlled experiment to compare
verification outcomes against ground truth. We generated 10,000 ran-
dom scenarios, assuming that the job-chain length samples provided
to the statistical verification algorithm follow a normal distribution
to model a general form of uncertainty where samples vary around
a mean with a fixed variance. The mean was uniformly drawn from
[90,110] and the standard deviation was fixed to ¢ = 1. For each
scenario, the verification algorithm was tasked with checking whether
Lat,(E) < 100 ms. The algorithm was configured with varying coverage
p and confidence y, each chosen from {0.90,0.92,0.95,0.97,0.99}.

For example, if the sample distribution had mean 98.7 ms and ¢ =
1, the 95% quantile would be about 100.3 ms, slightly exceeding the
requirement 6 = 100 ms. In this case, the correct verdict should be
unsafe. However, if the algorithm — configured with p = 0.95 and
y = 0.95 — reported I:«E,(E) = 99 ms, it would incorrectly return safe,
constituting a false positive. Conversely, if the true value satisfied the
requirement but the algorithm returned unsafe, this would constitute
a false negative.

Note that this RQ analyzes only the errors in the verification algo-
rithm’s outputs y and @(E), based on the synthetic job-chain length
samples L = [/l\l,/l\z, ,7k]. The broader estimation error between the
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true job-chain lengths /(ac) and their estimates in the black-box setting
l(‘aA_c) remains the subject of RQ1 and RQ2.

Fig. 11 presents the error rates of the verification verdict w. Sub-
figure (a) shows the false positive rates, which are very small, mostly
below 0.006 and never exceeding 0.010. As expected, higher con-
fidence y decreases false positives, since stricter verification pushes
latency estimates more conservatively. Conversely, decreasing p weakly
reduces false positives, as Howe’s k-factor makes the p-quantile predic-
tion more conservative when coverage is lower. Most importantly, all
false positive rates remain below the prescribed confidence y, meaning
the observed error is always within the level of risk explicitly accepted
by the user.

Subfigure (b) shows the false negative rates, which range from
about 0.022 to 0.045. In general, false negatives are more frequent
than false positives, since the algorithm is deliberately designed to
verify conservatively. Oppositely to the false positive rate, the settings
that increase false positives also make false negatives more likely,
effectively raising the chance of false alarms even when the true latency
satisfies the requirement. This reflects the conservative bias of the
algorithm, which favors safety by avoiding unsafe acceptance at the
cost of occasionally rejecting safe cases.

Overall, these results show that the verification algorithm strongly
prioritizes safety by keeping false positives extremely rare, at the
expense of slightly higher false negatives. In practice, the confidence
level y serves as a major handle for managing this trade-off: increasing
y reduces the risk of false positives but raises the likelihood of false
negatives.
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Fig. 12 shows the deviation of the reported cause-effect latency
estimate L/a?,(E) from the p% upper tolerance limit of the given length
samples across different (p, y) settings. As the parameters become more
conservative (higher y or lower p), the deviation increases. This trend
is expected: stricter verification requires a larger safety margin, which
manifests as higher reported latency estimates. In our simulation setup,
where the sample means were uniformly drawn from [90, 110], the
deviation reached at most about 3 ms.

Answer to RQ3: The verification algorithm is trustworthy for
safe verification of Lat,(E) < §: false positive rates remain ex-
tremely low (always below the prescribed confidence level y),
while latency estimates closely track the true p% upper tol-
erance limit with only small deviations under conservative
settings. As a trade-off, false negatives occur more often than
false positives.

7.4. Runtime cost of estimation and verification

In RQ4, we aim to evaluate the runtime cost of our algorithms
to determine their suitability for online deployment. To this end, we
measured the execution times of both the estimation and verification
algorithms. Specifically, we report the execution time as a function of
the key parameters that influence runtime until the algorithm produces
an output. For the estimation algorithm, this parameter is the number
of tasks |E| in the cause-effect chain. For the verification algorithm,
the runtime is primarily determined by the number of estimation
samples processed n, which is bounded within n.;, and n,,,. These
parameters mainly affect how many iterations the algorithm performs,
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Fig. 13. (RQ4) Execution time of the estimation algorithm across repeated
runs. The distribution shows that estimation incurs minimal overhead suitable
for online use.

and thus directly impact the total execution time. Each configuration
was repeated 30 times to account for variability.

Fig. 13 shows the execution time of the estimation algorithm when
analyzing job-chains of varying length from the given write-event logs.
The x-axis represents the number of tasks in the chain | E|, while the left
y-axis shows the measured execution time and the right y-axis converts
this to the equivalent number of estimations per second. As expected,
the runtime increases linearly with |E|, since longer chains require
more inference steps. Nevertheless, the algorithm remains lightweight:
even for chains of 20 tasks, the average execution time is only about
0.65 ms, corresponding to over 1500 estimations per second. In practice,
this performance is sufficient to handle demanding scenarios such as
pipelines operating at 100 FPS, where the estimator can reliably update
job-chain lengths whenever the end task completes.

Fig. 14 shows the execution time of the verification algorithm as a
function of the number of estimation samples n. The x-axis represents n,
while the left y-axis shows the measured verification time and the right
y-axis indicates the equivalent number of verifications per second. Each
measurement corresponds to running the verification algorithm once,
producing both the verdict y and the reported latency bound I:Zt,(E)
from the given sample dataset. The most computationally expensive
operation is computing Howe’s k-factor; however, since k depends only
on (p,y,n), it can be cached to greatly reduce overhead. Accordingly,
the two subfigures compare results without caching (top) and with
caching (bottom), showing that caching reduces execution time by
nearly an order of magnitude.

Overall, the verification algorithm is lightweight: with n = 100
samples, verification takes less than 0.14 ms (about 7000 verifications
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per second), and with caching the cost drops to roughly one-tenth of
that. While runtime grows linearly with the given sample length n,
reflecting the additional work required for more reliable tolerance-
limit estimates, the cost remains low enough for frequent online use.
Moreover, when the decision can be made early (e.g., in a clear positive
or negative case), the required number of samples may be close to n,,
further reducing runtime cost.

Taken together, these results demonstrate that both the estimation
and verification algorithms are lightweight, making them well-suited
for runtime verification that must be repeated frequently. We empha-
size that these measurements capture only the raw execution time of
the algorithms themselves. In a practical system, additional costs such
as data collection, event parsing, and integration overhead may arise,
but the core algorithms introduce negligible computational burden.

( p
Answer to RQ4: Both the estimation and verification algo-
rithms incur minimal runtime cost. The estimation algorithm
scales linearly with the number of tasks |E|, enabling over
1500 runs per second for |E| = 20. The verification algorithm
scales with the number of samples n, achieving about 7000
runs per second for n = 100, and up to ten times faster with
caching.

8. Case study experience and discussion

In this section, we revisit the autonomous driving system introduced
in Section 2, applying our estimation and verification algorithms in
practice and discussing their applicability and limitations. While the
evaluation in Section 7 relied on controllable simulations, this case
study was conducted under real black-box conditions, where only write-
events were observable and system internals remained opaque. Given
these industrial constraints, our analysis is necessarily limited in depth,
but we share our practical experience to highlight key insights and
outline directions for future application.

As introduced in Section 2 and illustrated in Fig. 1, the software-
defined autonomous driving system was developed within a consortium
of industrial and research partners, where different companies and
institutes implemented individual components of the vehicle’s control
chain and integrated them into an end-to-end autonomous driving
pipeline. Table 1 summarizes the composition of the 39 chains within
the system, spanning across multiple sensing modalities and targeting
either the system monitor or the command converter. In this setting,
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Table 1
(Case study) Summary of the 39 cause-effect chains analyzed in
the case study.

Source task Target task # chains
. . system monitor 6
Lidar sensing Y
command converter 7
. system monitor 1
Radar sensing Y
command converter 1
. system monitor 4
Camera sensing
command converter 6
. system monitor 3
GNSS sensing 4
command converter 4
. system monitor 3
IMU sensing 4
command converter 4
Total 39
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Fig. 15. (Case study) Cause-effect latency estimates of 10 chains when server
overload is injected into the target autonomous driving system.

our role was to verify, from a system-wide perspective, whether the
resulting cause—effect latency across the integrated chain satisfies safety
requirements, and to provide feedback to the participating partners
to support subsequent development milestones. Our mission was con-
cretized as verifying, for all 39 chains, whether the cause-effect latency
estimate satisfies L/a?,(E) < 0.5s. Based on this mission, we share
three key insights from our case study: wide applicability, low runtime
overhead, and limitations with opportunities for extension.

Wide applicability of black-box approach with minimal engineering effort.
Fig. 15 shows time-series snippets of cause—effect latency estimates for
ten arbitrary chains, one from each category in Table 1. At runtime, the
estimation and verification algorithms checked whether the latencies
satisfied the safety threshold (e.g., 0.5 s) every second. To analyze the
robustness of system latency, we injected artificial server overload, as
the localization task was known to be sensitive to increased system
load. The results revealed a sharp latency increase in chains involving
localization, which are highlighted using solid line styles in the fig-
ure, while other chains remained unaffected, demonstrating that our
black-box approach can capture critical system dynamics with minimal
engineering effort.

This experience shows that our method goes beyond verifying la-
tency thresholds, supporting diverse engineering tasks at minimal cost.
By observing only output events — without heavy instrumentation —
we enabled fast, low-effort latency reporting. Although over-estimated,
these reports provided actionable evidence that accelerated team dis-
cussions, aided stimulus-injection testing, and hinted at bottlenecks
across chains, such as the following examples from our practical ex-
perience: First, by rapidly identifying chains likely to violate latency
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chain length estimation, and cause—effect latency verification for 39 chains
running in the autonomous driving system.

requirements based on conservative over-estimates, the development
team was able to narrow down the subset of partners requiring co-
ordination before conducting costly follow-up tests (e.g., field tests).
Second, this enabled the application of high-fidelity, higher-effort run-
time latency profiling techniques, such as instrumentation-based or
trace-level methods, only to the identified critical modules instead
of system-wide application. Third, for partners associated with chains
exhibiting significant discrepancies between expectations derived from
unit-level latency test results and the observed end-to-end runtime
latency, our reports motivated the refinement and tightening of unit-
level latency testing criteria in subsequent development iterations.
In addition to the above experiences, our black-box approach could
also extend to regression testing under updates, workload profiling, or
runtime anomaly detection.

Low runtime overhead and suitability for external verification infrastructure.
Fig. 16 reports the runtime overhead of write-event observation, job-
chain length estimation, and cause-effect latency verification when
applied to all 39 chains in the autonomous driving system. Each second
of data was accumulated and then processed in a single batch, yielding
mean execution times of 10 ms for observation, 70 ms for estimation,
and 54 ms for verification. These values are larger than those reported
in RQ4, since they reflect execution across all 39 chains simultaneously
and include additional system costs such as logging and database
access, rather than just the raw algorithm runtime. Nevertheless, the
combined overhead remains lightweight, enabling real-time analysis of
many chains.

This confirms that our approach is well-suited for runtime use even
in complex industrial systems. Moreover, because the algorithms rely
solely on externally observable write-events, the verification infrastruc-
ture can be deployed as a separate, non-intrusive component [16,17].
This separation minimizes deployment complexity, avoids interference
with the system’s internals, and allows verification to be integrated
flexibly into existing operational environments.

Limitations and domain-specific extensions. Our algorithms are domain-
agnostic, targeting situations where only write-events are accessible.
This ensures broad applicability across black-box systems, but it also
leaves room for further improvement when domain-specific informa-
tion is available.

On the algorithmic side, extensions could address heterogeneous ob-
servability, where some tasks expose full white-box information while
others remain black-box. Similarly, integrating partial knowledge such
as job utilization profiles, execution times, task priorities, or additional
system models could further tighten estimation bounds and improve
the runtime verification under partial observability [18,19]. For the
verification algorithm, a promising extension is proactive verification,
which considers not only past samples but also forecasts future chain
lengths using learning techniques [20-22]. This would enable early
warning of potential requirement violations by detecting trends before
thresholds are breached.
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On the domain-specific side, our approach could be further en-
hanced by leveraging platform-specific support. For example, in
robotics platforms using ROS 2, tracing package can capture both read-
and write-event timestamps for black-box nodes implemented in C++,
whereas Python nodes offer more limited visibility. In such cases, our
methods could be combined with richer event logs to reduce estimation
error and improve verification accuracy. These extensions highlight
that while the core algorithms remain lightweight and general, tailoring
them to specific domains can unlock stronger guarantees and broader
applicability. Across all such extensions, our proposal provides a funda-
mental basis with formally proven bounds, ensuring that improvements
build on a sound and reliable core.

9. Related work on cause-effect latency analysis
9.1. Formal timing analysis approaches

Substantial research on cause—effect chain latency has focused on
formal modeling and worst-case analysis at design time. Many works
provide analytical frameworks to compute these latencies under dif-
ferent assumptions and task models. For example, Giinzel et al. unify
various definitions and concepts of cause—effect latency and provide
fundamental properties of latency analysis [1]. They also provide com-
putational proofs of end-to-end latency bounds in chains of periodic
tasks [3], while Diirr et al. present a formal analysis of chains of
sporadic tasks in distributed systems [2]. Martinez et al. explore trade-
offs among three communication models (e.g., implicit communication)
for cause-effect chains [4], and Abdullah et al. propose an efficient al-
gorithm for latency computation in systems with non-blocking commu-
nication [23]. Beyond task models, Coll-Perales et al. study system-level
and network effects through modeling and simulation of end-to-end
latencies [24]. In addition, formal verification techniques such as model
checking have been applied to compute precise worst-case response
times in embedded and distributed systems [5,25].

Overall, these formal approaches provide a strong theoretical foun-
dation for reasoning about end-to-end latencies, and our work similarly
builds on a formal system model, aligned with many of these ap-
proaches [3-5,25], to support job chain estimation and its theoretical
analysis. However, these approaches typically aim to compute precise
or worst-case latency bounds by relying on given design-time sys-
tem specifications, which are often unavailable in practice and thus
limit their applicability to black-box systems at runtime. In contrast,
our work follows a runtime-based perspective rather than a formal
design-time approach, as introduced in the following subsection.

9.2. System monitoring and measurement approaches

Beyond design-time analysis, researchers have developed methods
to measure and analyze the end-to-end latency of chains in deployed
systems across specific domains.

In the automotive domain, Becker et al. present methods to compute
end-to-end delays based on different levels of system information in
embedded systems [8]. Houtan et al. extract timing models from TSN-
aware distributed vehicle software [26], and Coll-Perales et al. study
system- and network-level effects on end-to-end latency in vehicular
networks [24]. Schlatow et al. address latency analysis for multi-rate
distributed cause—effect chains [27], while Li et al. automate trace point
insertion for latency measurement in the Autoware autonomous driving
platform [28].

In robotics, where ROS and ROS 2 are dominant middleware frame-
works, several runtime analysis techniques have been proposed. Betz
et al. measure both end-to-end latency and its constituent components
by extracting implicit and explicit data flows directly from source
code [29]. Abaza et al. propose a trace-enabled model synthesis frame-
work that automatically reconstructs DAGs of callbacks from middle-
ware and OS traces [6]. Teper et al. compute end-to-end latency for the
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ROS 2 native scheduler [30], while Betz et al. optimize callback chains
of containerized ROS 2 autonomous driving software [7]. Latency
evaluation workflows across the application, middleware (ROS 2, DDS),
0OS, and hardware layers have also been presented [31].

These runtime methods provide ground-truth latency values and can
capture unexpected delays caused by runtime uncertainties. However,
they often require substantial system access (e.g., white-box knowledge
or probe insertion), which is not always feasible in practice. In contrast,
our algorithms are domain-agnostic, relying only on observable write-
events; to the best of our knowledge, no prior work has pursued
this objective, making our approach broadly applicable while offering
complementary lightweight verification across diverse domains under
the considered system semantics (e.g., periodic tasks with implicit
communication).

10. Conclusion

In this paper, we addressed the problem of verifying end-to-end
cause-effect latency in black-box systems, where only task write-events
are observable. We formally defined this problem and proposed two
lightweight algorithms: a job-chain estimation algorithm that safely
over-estimates chain lengths, and a verification algorithm that avoids
false positives.

We proved theoretical error bounds for over-estimation under the
considered system model and validated them experimentally. Our re-
sults showed the estimation error inherent to limited observability,
which should be considered but can be significantly reduced when
chain utilization is high. We also found that verification remains trust-
worthy with low false positives under the prescribed confidence level,
and that both algorithms incur negligible runtime cost. An industrial
application on an autonomous driving system demonstrated the prac-
ticality of our approach, successfully verifying 39 chains with minimal
engineering effort and low overhead, and confirming its effectiveness
under real-world constraints.

Future directions include extending our approach with richer
domain-specific black-box observables and applying it to broader in-
dustrial cases.
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