AMAE @B AAEIXO @8 X =HE /st SHE
a4 2 28 J|IY =24
AR NBE HiEs
SRS s M

{swhyun, yjshin, bae}@se kaist.ac.kr

Analysis of Utilization Methods of Statistical Model Checking Results for

Localizing Faults on

System of Systems

Sangwon Hyun® Yong-Jun Shin Doo-Hwan Bae
School of Computing, KAIST

e <

ANAE @8 A|AEX(System-of-Systems, SoS)= SEXO! 0|52 RHAMAHEZ 0|R0HA 310 =
&t AIAEI0IM, 013 SoS°ol 22X dAHT &S ol SHE Y 2 =(Statistical Model Checking,
SMC) J180l =2 MEZINECH ot SoSIt S SHEE 246X Rote ¥, 1 |A0s e 20|
S AIAEHINA FE 2= HE0 O 2 HIE0| AREC 0HE 22 <4 Mol RAE s8F2H0=2
)| e gYgoz JE 28 AX FH JgS =& HEE £ UCH otX2H, Ol SoSe sSHIAH Tl
SMCOl =X Zugtol tist =1l dlild Dol 2LEC0H Tetd 8 HR0AME SoSol JIE2 28
AX =HIIYS HESH)| 2ol SMCZUE &8dt= 5IHAl IS A2, M OIS SoS AlU2IRE
0|=25t0d oY JIHSH et Hin 248 XSG d2ld AX = S84 JIBeR JIHeES
Hlwst Zu, SMCel ZE IS0l JI8taiol 28t D0l JIE £2 852 222 g = UULCH

14 &

Al2EHl 9B Al AEIZ(System-of -Systems, ©|3} SoS)= 7HE
ANZRHEEE 24T F gl H5Ey 535 5349 oF
o ANzHlEe] oS ot gAY F UARF S UAR
B2 A z~"olthl] SoSe] tEA oJAE Zefo B #AlS u
I Qe Alel¥-Eg A|2®(Cyber Physical System)< H]Z&}e,
iy Ad AbarMass Casualty Incident, o3} MCDell ©f-$-3}7
93 A g Al2El, Tgla 5G, AFESIEUS J|Wte g &)
2PtE AE 58 § F AUth

rr

o= = T

D. Seo 9J[2] A<} L. Axel®][3] o A9} 22 SoS A+ =
EEoAE 99k 22 SoSe] B ZAHE HAFE % Ve
EAZ =Y 7 =(Statistical Model Checking, ©]3} SMC) 7|®H-&
A8t S0Se] AZ] SMC 71HE ALgste 71 2 olf=
Z1Ee AHEEE EE AF 71HdA BAskE dH 55 24
(State explosion problem)E& €3}3t7] #siA ol A%k SMC
71 < o83 SoS AFe dHe T AlxHe] EXT BEE

A=A o thEk AgEE o Z(Accurate prediction)o] obd ZAF
& dZ(Approximate prediction)S F3qdti= AeE, 1 Ay}
Az="lo] EX EXE 94T FEFHOE Yerhe HoltH4l

ek SoS mdo] EX EXE A EsllA I YUE o}
Wok st A9, 331 BEJe A= SoSdlA Fx g A
840 YU wlFdsA e AL YT & AE vEs 2
82 gk ol HES Fol7] I3, 7|E AZEo]FaEok
oAlA ATEE AsstE 2F 91X F47]&(Fault Localization)2]

AE BAR(FSARTADY Adoez FRFA
ANo. 2015-0-00250, (SW ZEls]) =& 7]8ke] Ztj
A 2 AF SW D 201995 HR(HsH e 8
AT AG-AA B R - AFE I STNLEA] &
T (2017M3C4A7066212)

Hgo] 3 sjAdRe] 2 = Utk ARt VIE A F Vs

Ex =29 HXE AolAE AP A2l True/Falseo
e Jdgws= WA, SMCE o] 8% SoSel AE A=

True/False®] gto] obd &&4 dFgs 7Id weps & A
xE= SoS e FAZA md HIFOMO) AF}E oF 94 F
g71eol A& 7Hestes &8ste 7MEes alskaL, iR 7
el o 49 23 3l 248 Ve

B AT T8 g Zrh 280lA #H AFES S
H, 3FolA &F X FA7IEol hE wiAE Ade Aedta, 4
7oA SMCo] ZAatg West= 7IHES 47T 5, 5484 A
PH oz ol 7We] SMCe] AAE 7P & sl Mste] vigetq)
SAE Hol1L, 6% A8 & FF ATE 7ledrh

2. 34 4+

G. Ross®] [8]19] A= = B4 Al2HA TAs= &
w2 A g (Emergent failure)e] €1& FA317] 93] ~HEH
7Rk R/ 91X F4  7l& (Spectrum- Based Fault

Localization, ©]&} SBFL)S ©¢]&3ldt) g dTFolAxes 2
2 Aol Yls A FEZ YA Al YR o=

B3 FH, 7 Aol gk 7IHES AASAT. FEF Yl
el AdE 7129 SBFL7]<o] Fuzzy passing 71'H< 283}
el Bl2E Aolxrt AF/AAe F A ZARE HE $
AEF FFHoH, Alzdl YFe Al A|=® AT F714
A 2AE AFES FHgozHN A AT. AT JAZE AL
E5ol Al z=glo] SoS &9 Ax®ojgta & F glon, &
¢ H2E AolxE o3 ttE HoA £ AFgE g
B4 =W lg 7M.

Y. J. Shin®} [6]¢] d7+& SoS7h

E =
EX ERE
o

27] $18) SBFLE =
q

. Al 2ol A Fhod



2019 k=7 FH

ofN

gty =

A

o

(Constituent Systems, ©]3} CS3 1 A3z&S ¥y Ig=
(Collaboration graph)e] de|l& Z3sFch 181 SMCe A3t
¢ ¥d¥ gy zZE JEgeR SBFL—‘ &85, SoSell A=
L CS B Fezge fAE FHse vl AFsidrh & A
TAXE g AFNA AHEs SMC 23 &8 7HE 571K
248 71 F 3 VA E AEST

3. W7
AZES Y] F YA FAHVES HZE Ao|xe
O Adjel fjles FAHE Z2IF FUo] AFH
FEshE ZleoltHs] HEAH o R AEHE oF A F4 7
%& SBFL 7|Weln, Zga ~sEdd HAE Ao~E
A M
)9 Hge dEhdth

He

Test cases
ST t1 |tz |tz | | Sus | Rank
Input: a.b
1ifa<o: L ] [ ] L J L J L ] 0.4 3
2. if b > map_size() : L 02 4
3. print ("Error Input”) L ] 02 4
4. else: L [ ] 0.8 1
5. Assign{a.b.10) #BUG L ] [ ] 0.8 1
6. else: L] L] 01 5
Testing result S S F S F

e ddshe =Rl Wi SBFL ¢4

Ho
2 ] Azo #He TFIe=E =
2a¥oZ, abel I YFFS v a3 5HA ZEd
0xth &— Fzol| e d¥se 277 AdHAUS [2F
1M e F 5719 Bl2E Aolxrt AEHAL, 2t H2Euth
iﬁ—ﬂEFéﬂr ShA O A8 ARE Z2ta k. oleh 22 uolH
AT S AAsta, o] F 7|ute
E—é A== :”:4 Tﬂe A4 4
SBFLE SoS =dlol| &3 #gs=

SBFL 7I®¥e] <AE

< 9 [298 1194

FE= RES SoSe] CSE7} CSE9] @@Z}%zi, B 2E Aol
29 I ARE EF Auelest s AvE ool g SMCe
Az we Aolt6l. o8 Fa SoSel BE 94 A
Aele e H SBFLE &3t RE CSEF CSE 45%
gl 3t AAE =HE ALT F ATk

4. SMC 23 88 71¥

§ : SoS Model
& : Verification
property

An SMC result of S on § with Scenario,
Set of SMC results = {p;, ps, -, Pi}

SMC results ™ol Zt p % 0| 235to Success p:. Failure =1 —p;, 2 2%
SMC results 2ol 182 |Dr | pE £ Failure2 7HE

SMC results 29| Z-E-° Ojgke ple Failure2 7t

SMC results 2ol 329 2t 2 I:|| k2 . £ FailureZ 7t

SMC results 2&H2 k-means €1 2|52 2 clustering S I H2
U2 A= Cluster0]| 3t p, & FailureE 7t3

Sl I =

oI~}

s

(29 2] SMC A5 23 #% 714

B Ao A= SoSe] Bx g4 A 84 X FAHS 9%
SBFL &< 93, SMCo| &4 A= SBFLoM A TS
3k Success, Failurezto 2 &8 £ Y& HeE &
7N gkt

Y[98 21 B AFeA

S
=

AYg 5712 SMC A3e] sf 4/

e VIS Qofste] HAETh 7 D2 A#/HoZ SMCY
A#E o] g3tE 7IHolth Y. Shing®] [6] AFolA AAZ o
7I¥E& SMCel Z#E e aulE s43ke] Success = p,
Failure = 1-p9] #<S @93t o= 3d SMCe Z3E 100
ol AgSs ot 7HAHPYES of p*l00¥ A F3ta, (1-p)*100
H ARG Aolgke ZIHgel 71%E &4 7 olth
71" D& A 719 2)~5)= SMC A34E2 EXE o] &3
A Y ZIHEClt 71 2~4)= 27 SMC 23 e
189, 289, 3&29FL 7Fo2 i Eogrg F& SMC
AAES A9gta A5k ZIHelth dE o 7Y 9 A
|30H, 189 & 27% 71838, 27%R o 22 SMC 2
ﬂr‘: < AWE TSt 27% ©149 SMC Z2HES H4Fo=
T3 71 2~0e SMC A¥ x4 tigk SAHJ] 43/
*‘JFHSI AAAE 7 EaS ZHte 2 AASE Vet &
Ao A 1-sigma, 2-sigma, 3-sigma W ZF o] obd ZF EFrol
71Rksk SMC 23 Bx 9 AAMAE AAG o|f= SMC 272
27} AfEEE WA mEna & F 7] mEoltt. &
z FEXE MEA ge AF, 54 AIF
EAH02 e A EVFssith webA
sigmag ©]g3td EA Fztol e AAR®E
ste 71 diAl 2 BRaks 7Rt g2 st AARE AEst

r

o2l
A,

nxjgto 2 7| 5= SMCY ZAIE FEZ pol uzt
K-means(7] ¢1uglEo 2 Fe2HP38IY Z S22y FE2
2 AFANE BFEe 7otk olu, duyoez e
T #E Ze FH2HE Ay S82HE I

5. 4% 2 A%
5-1. 4% 97

oA AW 57b4 SMC Aol d4 A1We g3y 98
B Ao AE Y. Shingll6] Aol H A& MCI )¢ SoS ©
AU L8 AgHET

e SOSOH—‘E % 10tHe =X, 10de] =&3 10074 AR
HAl Aol FEscigen, o el Audles 4P
v 374e] 23, IS &, T3 el ARUACIA A
9e ag Ad@ 10099 Bt waE T dge
2 FART: I, S5 22 SAGE 2, 28 AR
o f Aol 77 FaE, BA U4, AA AT WFEe|
de AAA SRE YT + A wR S05el T4 ALY
Fo] olFe] Axdolhs 54E uols] S8 g 2, =

BT FZE&F A AXES 85%~100% HH A MFs}
A &gt

B AFoAes &A AWe Ald g SoSell =&, =&, A
FUAlHY Al 7HA L/FE AU F 5ol st 7%7% 200
Mol W /\Ma]goﬂ g3t SMCE dsta, o] 3HS F 30
H REES YT 2R 2019 FxRE gL EE 209 Q4
g A, 71Tr147ﬂ°1*4 A 2709 AA At FVkeke 7HA
2F AY AEo ds) 42 6,000 /He] SMC 23E FE3)

o

Atk 283 T SMC dHolE s disl *A HHe
Mo g W ghES o] gdte Z7h SBFL ¥uEEe FH&
31, 1 A#E wwstgeh olw s Sos me| tF A
2 AZHA4L SIMVA- SoS[9] =FE 7|wtoe =z 3PshgTh
SIMVA-SoSE a5 At th-§ SoS =de 2 Aasin, 24
o] tig AlEdold 7w BAA A %% SR ia=y

5-2. /\164 ﬁ‘,,]_ ol I:IM

obg) [ 31%H [ 5l 77 =25
F MY AFEC ug SMC 234E 57
o] SBFL 2ielZe A &3 Ane Bz

ru{ru
f
AN
)\
v}

357



2019 k=7 FH

ofN

gotetis] =24

Ad

95 (50) (25)
90
85
g 80 —l—
(s}
g 1
65 .
60
55
50
21 1) 719 2) 71g 3) o1e 4 21g 5)
[ 3] 28 2F A9 Avg 29 Exam-score ¥
100
[0
80
()
§ ) % +
£
g 60 -
50 ° :
40
30
21 ) 7% 2) 71 3) 718 a) 21 5)
[ 4] =8 257 A4S Ayl 29 Exam-score i3
100 . .
29 3
98 .
97
[
5 9
3 o © ® (19) “6) a2
£
S 94
93
22
21
20
718 1) 719 2) 71d 3) 719 4) 718 5)
[29 5] ARFYANA 7 44 Alve] 29 Exam-score &3
B Ao SBFL €1 g]& o 2+ TarantulaE A83} i
A5 vlastr] Y3 94X = gugFelA 1 §w‘l/‘é—§: B
o=t FE AMREHE  EXAM-scorel6]E o] &3t{th gl
olg] ZHENA 1008 ¢ EXAM-scoreE 243 7|HMEY A¢
#3532 FF 1999 Mg BEASAT.
$ OHEEERYH 4T & Jde 2 D JIHEE o] &3Y

SMCe] Azt MBS wo Ay} T2 HES F4LPS
o B Audosm 22 SBFL ¢uElEe A5S Rygu=
Holth. 28 2/ A Avg ey AS 71W D9 719 DHE
ol g3g ARt A5EA FA UL FAAHTY HolAw Al A
HE IRISE 27 4= # 1€ 7HAE 35 197 44 3
o 5070, 257 AT o] e A= NIAR FodF 2
o AAE FA}ed B2 FA X3l Wil & A7
g AT = gloh =2 AYygLdAEs 5714 71H S D 7
Hel Axrl g2 A ZIHERT e S ¢ F Je
o, AFUAA AgeE RE VHES A8 o
T AYE /7 L2k kAR D A e FF 19
7} EAEEA &td vk, 2) Z1HEE 5) Z1H7HA 1999

MN7F B+ 570, 1970, 467H, 12787} A8kt

m{o
o

aL

O

E

0

o9} Ze Azt WA ol fE BAIAW, AWE 7
W Dol SMCel A#E 7uighe] PHl= SBFL YaeFol 4
FozM SMCo Ao b A el S Slsin Holo)
oA AR 4%, Ade 49 U JMEdA

AP “o Rt AYE Aol SMC ARt Yoz we
2 olehs WAV} So5E THSE o F AsWEY] YEAE
of o3 BAHAGE Holth ot LFE AU WU A
dol o3l FYHE A% A B ojUeh, ofF AxYEe
Fun FEAG] JAAE alFH T A% Ast "

& Qe wEoR 4T + Uk

6. 28
2 B3 A2=" SoS+ FAF 2d HAF VW&
0}04 B4 39 GAEE AT F Ak shA|RE
2o At SoSOﬂ EAetE L/ AXE F3
75‘-°r 71E9 f1X FA47s] 480l
SBFLS SoS =do| &3 g3l #7401“1 éﬁ_ﬁ SMCe] #
s ek 57kAE AT a8l MCL 8- SoS =49
AYE L& o] &3 HAFS F3l ¢ 7ZIME 5 SMCe A
Z1Rgkel ZIdkste] &g 7| Do) Aiidoe=s 2 4
EO]O H]—-é‘_:]' = )‘Mﬂr
SHAITE FiHog Bt e
Huto g 7|gizk 71uke] 7o) 3hAF
dAAE F glem, 79Hgk 7]“4 715
271 SoSe] H&E=d o] FAHEL AT wakA
H 52 BEFAS 7IA= SoS 2d 2 AYZ|E o] &3 A4y
< %7};‘“’& APE Ao, slid 7IAZk 716k 7IHS
OE X FA7 el d8ste ATE NPE A oth

e rlr k4 oo

iﬂmg

i

mm%ﬂ

=0

<

jQ

o
R

7. F1ER

[1] J. Boardman et al, “System of Systems -the Meaning of Of,”
[EEE/SMC International Conference on System of Systems
Engineering (SoSE), 2006.

[2] D. Seo, et al, “Modeling and verification for different types of
system of systems using prism,” in Software Engineering for
Systems-of-Systems  (SESoS), 2016 IEEE/ACM 4th International
Workshop on. IEEE, 2016, pp. 12-18.

[3]: L Axel et al. “Verifying Systems-of-Systems with Statistical
Model Checking.“ ERCIM News 103 (2015).

[4]: K. Kenan et al. “Feedback control for statistical model checking
of cyber-physical systems.“ International Symposium on Leveraging
Applications of Formal Methods. Springer, Cham, 2016.

[5 W. E. Wong et al. “A survey on software fault localization."
IEEE Transactions on Software Engineering 42.8 (2016): 707-740.

[6]: Y. J. Shin et al, “Spectrum-Based faultlocalization on a
collaboration graph of a System-of-Systems,” in201914th  Annual
Conference System of Systems Engineering (SoSE) (SoSE2019),
Anchorage, USA, May 2019.

[7]: Hartigan et al. “Algorithm AS 136: A k-means clustering
algorithm.“ Journal of the Royal Statistical Society. Series C
(Applied Statistics) 28.1 (1979): 100-108.

[81:G. Ross. “ISOLATING THE CAUSES OF EMERGENT FAILURES IN
COMPUTER SOFTWARE.“ Emergent Behavior in Complex Systems
Engineering: A Modeling and Simulation Approach (2018): 263-284.
[9]https://github.com/SES0S/SIMVA-SoS

358



	Main
	Return

