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Robot Operating System 2 (ROS 2) has become the de facto standard middleware for developing

robotic applications. The execution of ROS 2 applications heavily relies on callback functions,

which execute concurrently within a ROS 2 node. The concurrency of these callbacks signi¯cantly

impacts application behavior, yet its thorough analysis remains challenging due to the complex
interaction ofmultiple system components. To address the need for an exhaustive analysis of ROS

2 callback concurrency behavior, this paper presents a novel and practical approach for modeling

and veri¯cation using the UPPAAL model checker. We introduce a set of callback concurrency

models, incorporating key elements such as callbacks, callback groups, threads, and executors,
alongside model checking queries. Furthermore, we present a tool that automates the generation

of UPPAAL model code from high-level speci¯cations, o®ering a streamlined solution for prac-

titioners. To demonstrate the validity and e®ectiveness of our approach, we model three repre-
sentative cases of callback concurrency con¯gurations in ROS 2 and verify four notable

concurrency behaviors. Our results accurately capture callback concurrency behavior compared

to the execution logs of real ROS 2 applications, making the proposedmodels and queries reusable

and extendible for analyzing ROS 2. The veri¯cation reports on recent ROS 2 versions also reveal
issues such as callback starvation and unfairly overloaded threads, providing valuable insights for

developers and practitioners working with ROS 2 in the industry.

Keywords: Modeling; veri¯cation; model checking; ROS2; callback concurrency; UPPAAL.

1. Introduction

Robotic Operating System 2 (ROS 2) has emerged as the de facto standard library

and middleware due to its modular architecture, support for distributed
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communication, and rich ecosystem of reusable software packages and tools for de-

veloping robotic applications in both academia and industry [1]. As robotics systems

become more complex, ROS 2 enables the management of multiple nodes within a

system, with each node being responsible for speci¯c tasks. These nodes achieve the

tasks via callback functions which are triggered by events such as timers, incoming

messages, or service requests. The concurrent execution of callbacks by multiple

threads is fundamental to the operation of the node and the whole system.

However, the callback concurrency behavior in ROS 2 is di±cult to analyze

thoroughly [2]. The behavior of callback execution can di®er signi¯cantly depending

on the con¯guration. Even when the same set of callbacks is used, the behavior can

change drastically based on di®erent con¯gurations, as seen in the example execution

logs in Listings [5–7]. Misunderstanding or miscon¯guring callback concurrency can

lead to unexpected outcomes. Some of these may cause crucial issues in the system's

operation, such as race conditions [3]. These issues can disrupt the system's behavior,

potentially leading to unreliable or unpredictable performance. From the perspective

of model-based software engineering, while formal modeling and veri¯cation can be a

powerful solution to exhaustively analyze callback concurrency behavior in ROS 2,

formal modeling of callback concurrency has received little attention since the recent

emergence of ROS 2.

In this paper, we propose a novel and practical approach for modeling and veri-

fying the callback concurrency behaviors of ROS 2 nodes using the UPPAAL model

checker. Our approach addresses the challenges associated with analyzing callback

concurrency in ROS 2, enabling exhaustive veri¯cation of all possible execution

paths. Speci¯cally, we propose models for ROS 2 callback concurrency, a suite

of queries for formal veri¯cation, and a veri¯cation report based on recent ROS

2 implementations. We also provide a tool for automatic UPPAAL model

code generation for ROS 2 practitioners who are novices in formal modeling and

veri¯cation.

In summary, our contributions are as follows:

. novel ROS 2 callback concurrency models and queries for UPPAAL model

checker,

. a tool that automatically converts user-friendly speci¯cations of ROS 2 nodes

under veri¯cation into UPPAAL model speci¯cation codes,

. and the veri¯cation report of three representative cases and four notable

behaviors of callback concurrency in the recent versions of ROS 2.

This paper is structured as follows. Section 2 provides background information on

ROS 2 callback concurrency and the UPPAAL. Section 3 reviews the novelty of our

approach in comparison with related works. We then develop models and queries in

Sec. 4, and the tool in Sec. 5. Section 6 reports the case study results. Section 7

highlights threats and potential value of our approach. Section 8 concludes.
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2. Background

2.1. Callback concurrency in ROS 2

In ROS 2 [1], a robotic application is composed of a set of nodes running as inde-

pendent processes. A node contains callbacks executed by threads of the process,

where each callback is a function associated with a speci¯c event within a node.

Callback functions that handle speci¯c events such as processing messages, managing

timers, or responding to service requests. Therefore, ROS 2 enables concurrency at

two levels: node concurrency and callback concurrency, both of which must be

carefully managed to optimize application functionality. This paper speci¯cally

focuses on callback concurrency.

The callback concurrency in ROS 2 is in°uenced by three primary components: the

callback, the callback group, and the executor, which collectively determine how

callbacks are scheduled and executed. The callback is a function that represents a unit

of work, with types including timer, subscription, service, and client, listed in order of

execution priority. The callback group organizes callbacks and dictates their execution

rules. It can be either reentrant, allowing the simultaneous execution of its callbacks, or

mutually exclusive, ensuring that only one callback is executed at a time. The executor,

which can be either single-threaded or multi-threaded, is responsible for managing the

scheduling of callbacks. Single-threaded executors process callbacks sequentially, while

multi-threaded executors allow concurrent execution of callbacks based on the number

of threads set by the user, within the limits of the operating system's capacity. The

combination of these components determines the callback concurrency behavior in

ROS 2, making its analysis inherently challenging due to the numerous possible con-

¯gurations and the complex interplay between executors, callback groups, and call-

backs. This interaction results in dynamically determined and often non-deterministic

scheduling behavior, which is di±cult to systematically analyze and verify in practice.

In this paper, we thoroughly analyze ROS 2's callback concurrency using the

UPPAAL model checker by modeling the behaviors of these core components.

2.2. UPPAAL model checker

To systematically model and verify the complex and non-deterministic callback

concurrency behavior in ROS 2, we employ the UPPAAL model checker.

UPPAAL [4] is a powerful tool for the modeling, simulation, and veri¯cation of real-

time systems. It employs automata as a mathematical framework to represent the

system's behavior through the non-deterministic transitions between ¯nite states. A

key feature of UPPAAL is its ability to visualize the simulation of system models,

allowing users to execute the system model step-by-step and observe the system's

behavior. Another key feature is its formal veri¯cation using model checking which

exhaustively explores all potential system states to ensure that speci¯ed properties

are satis¯ed. If a property is violated, UPPAAL can also search for and visualize a

counterexample path.
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UPPAAL supports ¯ve types of symbolic queries to express properties of the

system model under veri¯cation:

. A[] p (invariantly): Property p holds in all states of all reachable paths.

. A<> p (eventually): Property p will hold in a state of all reachable paths.

. E[] p (potentially always): There exists a path where p holds in all states.

. E<> p (possibly): There exists a path where p holds in a state.

. p ! q (leads to): In all paths, whenever p holds, q will eventually hold.

In this paper, we introduce (1) UPPAAL models that represent the callbacks,

callback groups, and executors of ROS 2, and (2) a set of UPPAAL model checking

queries designed to verify the callback concurrency behavior in ROS 2.

3. Related Work

Since the ¯rst release of ROS 2 (i.e. ROS 2 Ardent) in 2017, numerous studies have

been conducted to analyze its behavior. Table 1 summarizes these works, focusing on

their coverage of ROS 2 callback concurrency components introduced in Sec. 2. In

Table 1. Comparison of related works analyzing the concurrency of ROS 2.

Ref. Callback concurrency components analyzed Formal modeling

and veri¯cation

Analysis goal

Callback Callback group Executor

[3, 5] O X O X Response time analysis
of the naive multi-

threaded executor of

ROS2

[2, 6] O O O X

[7–9] O X O X Response time analysis
of advanced multi-

threaded executors
[10–12] O O O X

[13–16] O X X O Veri¯cation of bu®er

over°ow of the ROS2
node communication

[17] X X X O Veri¯cation of security

and liveness of ROS2

data distribution
service

[18] X X X O Veri¯cation of security

of ROS2 node com-
munication mechan-

isms

[19, 20] X X X O Veri¯cation of the safety

of ROS2 applications
Ours O O O O Veri¯cation of the call-

back concurrency

behavior in ROS2

nodes
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addition, the table summarizes whether formal modeling and veri¯cation methods

were employed for exhaustive behavior analysis and their primary analysis goals.

The multi-threaded executor of ROS 2 has been a signi¯cant focus of several works.

[2, 3, 5, 6] These studies primarily analyzed the response time of callback functions

assigned to threads by the executors. Similarly, some works conducted response time

analysis of advanced multi-threaded executors to enhance their performance.[7–12]
While these works addressed callback concurrency as their primary focus, their

analyses were limited to simulations and testing within constrained experimental

scenarios, lacking exhaustive veri¯cation. A notable series of works by Lucas

Dust [14–16] and a work of Raju Halder [13] provides formal models to verify the

absence of bu®er over°ows in ROS 2 node communication using the UPPAAL model

checker. These studies align with our work in terms of the modeling method but focus

on node concurrency rather than callback concurrency. Other studies have explored

formal modeling of security [17, 18] and safety [19, 20] properties in ROS 2 compo-

nents or applications. However, these works also primarily focused on node con-

currency and did not comprehensively address callbacks, callback groups, or

executors. Distinct from the related works, our study explicitly models callback

functions, callback groups, and executors using the UPPAAL model checker to ex-

haustively verify the callback concurrency behavior in ROS 2.

4. ROS 2 Callback Concurrency Models and Model Checking Queries

This section presents the ROS 2 callback concurrency model templates (which are

the reusable and parameterized automata for UPPAAL), which model the four key

elements of ROS 2 callback concurrency: callbacks, callback groups, threads,

and executors, and the veri¯cation properties that specify its behavior. The model

templates and related codes are provided in our repository.a The following subsec-

tions introduce the core concepts of each model, 1) callback, 2) callback group, 3)

thread, and 4) executor in ROS 2. These templates are based on thorough analysis of

the source code of recent versions of ROS 2 (ROS 2 Jazzy, Iron, and Humble) and

o±cial documents,b as well as related works that describe the behavior of callbacks,

callback groups, and executors.[2, 3, 5, 6] Additionally, another subsection intro-

duces seven UPPAAL model checking query templates to specify callback concur-

rency behaviors that are veri¯able on our model.

4.1. Callback model

For model checking of ROS 2 callback concurrency, we model the callback, as il-

lustrated in Fig 1. In the model, the circles represent states, while double-lined circles

indicate the initial state. Arrows denote transition edges between states, with green

ahttps://github.com/yongjunshin/ROS2 Callback Concurrency In UPPAAL.
bhttps://github.com/ros2/ros2 and https://docs.ros.org.
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text on the arrows specifying the guard conditions for the transitions, and blue text

indicating the update expressions representing the e®ects of the transitions.

A callback is the smallest unit of work used to accomplish a node's task. It

becomes ready when the speci¯c condition of its type is met: a timer callback after its

interval elapses, a subscription callback upon receiving new data, a service callback

when a request arrives, and a client callback upon receiving a response. Therefore,

the callback model has two states: wait (i.e. non-ready) and ready for execution.

Each callback has a unique identi¯er, id, and there is a global variable, ready_set,

whose type is a list of booleans, used for globally tracking the states of all callbacks

under veri¯cation. ready_set[id] denotes the state of the callback with identi¯er

id, where true indicating ready and false indicating wait. From the perspective of

a callback, transitions between the two states are uncertain, depending on the sat-

isfaction of the ready condition introduced above. Therefore, guard conditions for the

transition are not explicitly modeled, and the UPPAAL model checker resolves this

uncertainty exhaustively. However, to ensure e±cient model checking and avoid the

state-explosion problem, we restrict in¯nite transitions by limiting the maximum

number of callback state transitions, denoted as cycle_count. This restriction is

implemented as a guard condition and an update expression on an edge.

4.2. Callback group model

A callback belongs to a callback group, which determines whether concurrent exe-

cution of a set of callbacks is allowed. We model the callback group, as shown in

Fig 2. Each group has a unique identi¯er, id, and a type variable, group_type, which

Fig. 2. Callback group model template.

Fig. 1. Callback model template.
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is set to either REENTRANT or mutually EXCLUSIVE. The two states, open and close,

indicate whether the execution of an additional callback is allowed or restricted, and

open state is the initial state. When an executor assigns a callback to a thread, the

callback group receives a synchronization signal, group_close[id]. Conversely,

when the execution of a callback is completed, the group receives a synchronization

signal, group_open[id]. The reception of synchronization signals is represented by

sky-blue expressions ending with a question mark (?) on the edges. A reentrant group

allows concurrent execution of callbacks, remaining in the open state even when it

receives the group_close[id] signal. In contrast, a mutually exclusive group does

not allow the concurrent execution, transitioning to the close state upon receiving

the group_close[id] signal. When it receives the group_open[id] signal, it returns

to the open state. Similar to the callback model, the state of the group is stored in a

global variable, group_closed[id], which is true when the group is closed and

false when it is open.

4.3. Thread model

In ROS 2, a thread is responsible for executing callbacks, and its model template is

illustrated in Fig 3. Similar to the callback and callback group models, each thread

has a unique identi¯er, id, and its state is recorded in a global variable, threa-

d_running[id] for tracking whether the thread is idle or executing a callback as a

boolean value. The model explicitly de¯nes two states: wait (idle state) and running

(executing a callback). Additionally, the model includes implicit committed states,

represented by circles labeled with `C' that enforce atomic transitions between states

without delay.

The state transitions of a thread proceed as follows: (1) A thread remains in the

wait state until it receives a callback assignment signal, cb_assign_signal[id]?,

from the executor. (2) Upon receiving the signal, the thread checks the identi¯ers of

the assigned callback and its group, denoted as my_cb_group_id. Before executing

the callback, the thread signals the closure of the callback group by sending

group_close[my_cb_group_id]!. The synchronization signal ending with an ex-

clamation mark (!) denotes the sending of a signal to other models. It synchronizes

the thread model and the callback group model via edges with group_close[id]?.

Fig. 3. Thread model template.
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The thread transitions to the running state, where it executes the assigned callback.

(3) Upon completing the callback execution, the thread reopens the callback group

by sending group_open[my_cb_group_id]!. (4) Finally, it noti¯es the executor that

it has returned to the idle state by sending the thread_free! signal. The thread

model repeats this process continuously.

4.4. Executor model

The executor is responsible for scheduling the execution of callbacks across available

threads. Its scheduling process is modeled in Fig 4. It continuously monitors call-

backs that are ready to execute in a step referred to as polling. During polling, it

identi¯es ready callbacks and copies their identi¯ers into a ready set, initiating the

scheduling process (modeled as the polling and schedule_start states). It then

selects or waits for an available thread (modeled as the pick_thread and wait_

thread states). Next, it chooses the highest-priority callback from the ready set

(modeled as the pick_cb state). Callback priorities are determined by type (timer,

Fig. 4. Executor model template.
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subscription, service, or client, in that order) or can be manually con¯gured by the

developer. The executor veri¯es that the selected callback is still ready and that its

execution is allowed by its callback group (modeled as the guard condition

check_cb_ready_open(cur_cb_id)). The executor checks the readiness of sub-

scription, service, and client callbacks from the ready set copied during the polling

phase, but it checks the timer callback directly from the ROS 2 middleware [6]. If the

condition is not met, the executor removes the callback from the ready set and

proceeds to the next callback (modeled as the next_cb state), making the callback

selection mechanism neither strictly priority-ordered nor ¯rst-in-¯rst-out. Once a

callback is successfully selected, the executor assigns it to a thread (modeled as the

execute_cb state). This process repeats until the ready set is empty, at which point

the executor returns to the polling step to identify newly ready callbacks.

In this model, states marked with `U' represent urgent states in UPPAAL, where

time cannot elapse. While the ROS 2 executor incurs a small scheduling delay (e.g.

on the order of nanoseconds), this delay is assumed negligible. As a result, most

states in the executor model are de¯ned as either urgent or committed, ensuring

immediate or atomic transitions. The exception is the wait_thread state, which

models the situation where all threads are running, requiring the executor to pause

until a thread becomes available.

We have introduced four model templates that developers can instantiate for

model checking. For example, if the ROS 2 node under veri¯cation includes a four-

threaded executor, four callbacks, and two callback groups, the corresponding model

templates can be instantiated. The model templates along with related code and a set

of modeling examples are available in our repository (footnote a). During model

checking, the instantiated models dynamically interact with each other. The exec-

utor model orchestrates the others by assigning callbacks to threads. Across the

numerous state transition paths of these interacting models, the UPPAAL model

checker exhaustively veri¯es the properties de¯ned as model checking queries.

4.5. UPPAAL Model Checking Queries

This subsection introduces model checking query templates for verifying ROS 2

callback concurrency behavior in UPPAAL. Table 2 presents seven veri¯cation

purposes, query templates, and their descriptions. Each query template is written in

UPPAAL query syntax, introduced in Sec. 2.2, and includes parameters denoted by

the `$' symbol. Users can create speci¯c queries by replacing these parameters with

concretemodel components (e.g.model instance names, variable names, etc.). The ¯rst

query template is designed to verify the absence of deadlocks in the node, ensuring that

the model under veri¯cation functions correctly without syntax errors. The remaining

templates focus on key speci¯cations of ROS 2 callback concurrency, such as mutual

exclusion, concurrent execution, and callback starvation. Users can utilize or extend

these query templates based on their descriptions and veri¯cation needs.

Modeling and Veri¯cation of ROS 2 Callback Concurrency Using UPPAAL Model Checker 9
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5. Automated UPPAAL Model Generation Tool

This section introduces an automated UPPAAL model code generation tool sup-

porting our approach. Model checking engineers can specify the ROS 2 nodes under

veri¯cation and their properties using model and query templates proposed in Sec. 4,

requiring an understanding of both the system and UPPAAL. Speci¯cally, engineers

must correctly de¯ne global variable declarations, system de¯nitions, and queries in

UPPAAL with the provided templates to represent their system. While this in-

stantiation task is straightforward, errors may still occur, particularly for novices

unfamiliar with UPPAAL.

To address this, we develop an automated model code generation tool (footnote

a), as illustrated in Fig 5. With this tool, engineers only need to specify the ROS 2

nodes in a user-friendly format. The tool then automatically generates all mandatory

¯les, including declarations, system de¯nitions, and queries for the UPPAAL model

checker. Subsequently, the model checker processes these ¯les and returns veri¯ca-

tion results.

Table 2. Query templates of ROS 2 callback concurrency model checking.

Veri¯cation purpose Query template Description

Absence of node dead-

lock

A[] not deadlock There is no deadlock in the

node.

Callback function

executability

E<> cb running($callback id) There is at least one path where

a callback function ($call-

back id) is executed.

Mutually exclusive exe-

cution of callback

functions

A[]not(cb running($call-

back id 1) and cb running

($callback id 2))

Two arbitrary callback func-

tions ($callback id 1 and

$callback id 2) are never
executed simultaneously.

Blocking multi-thread

access to the callback
group

A[] cb running($callback id)

imply group closed

[cb group table[$call-

back id]]

When a callback function

($callback id) is execut-
ing, its mutually exclusive

callback group is closed.

Concurrent execution of

callback functions

E<> (cb running($call-

back id 1) andcb running

($callback id 2))

Two arbitrary callback func-

tions ($callback id 1 and

$callback id 2) can be

executed simultaneously.

Allowing multi-thread

access to the callback
group

A[]notgroup closed($call-

back group id)

A reentrant callback group

($callback group id) is
always open.

Absence of callback

function starvation

($executor name.schedu-

le start and$executor name.

ready set copy[$call-

back id] and !cb running

($callback id)) ! cb run-

ning($callback id)

If a callback function ($call-

back id) is scheduled for
execution, the executor

($executor name) will

eventually execute the call-
back function.
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The input format for the ROS 2 node speci¯cation, the only required input for our

tool, is detailed with an example in Listing 1. Users specify the node, including its

name, callbacks, callback groups, and executor, using YAML syntax. The node is

identi¯ed by the name ¯eld under the node key. The callbacks section lists the

nodes callbacks, each de¯ned by a unique name, a type (either TMR, SUB, SRV, or CLT),

and a callback_group, which speci¯es the name of a callback group listed below.

The callback_groups section de¯nes the groups, including their name and type

(either REENTRANT or EXCLUSIVE). Finally, the executor section speci¯es the exec-

utor managing the node, including its name and a list of threads, each identi¯ed by

the name.

It simply speci¯es ROS 2 nodes, requiring only system knowledge and no famil-

iarity with UPPAAL. The tool parses the node speci¯cation in YAML, converts it

into UPPAAL models (e.g. declarations and system de¯nitions) using the templates,

and generates all possible queries by combining query templates with available

parameters from the generated models. The tool can be executed with the following

command: python3 uppaal_model_code_generation.py –config_file nodes.

Listing 1. An example of the ROS 2 node speci¯cation for automated code generation.

Fig. 5. ROS 2 callback concurrency model checking process with automated model code generation tool.
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yaml. This signi¯cantly lowers the barrier to adopting formal veri¯cation in practice,

allowing ROS 2 developers to analyze callback concurrency without requiring deep

expertise in UPPAAL. In this paper, we do not elaborate on the internal logic of the

tool, as it focuses on automatically translating YAML-based speci¯cations into

UPPAAL models, but its source code is available in our repository (footnote a).

6. ROS 2 Callback Concurrency Analysis

6.1. Case study setup

We conduct case studies to evaluate the correctness of our approach. We model three

representative cases of ROS 2 node implementations, each combining multiple

callbacks and callback groups with di®erent types, managed by single-threaded or

multi-threaded executors. Speci¯cally, the modeled cases are: (1) a mutually exclu-

sive callback group with a single-threaded executor, (2) a mutually exclusive callback

group with a multi-threaded executor, and (3) a reentrant callback group with a

multi-threaded executor. We then verify the ROS 2 callback concurrency behavior

properties de¯ned in UPPAAL queries. Additionally, we compare the traces of model

checking and the actual ROS 2 applications to evaluate their consistency.

Listings 2–4 show the code for the three cases. All cases share the same two timer

callback functions, publish_msg_A and publish_msg_B publishing every second, as

well as two subscription callback functions, subscribe_msg_C and

Listing 2. Case 1 (mutually exclusive callback group and single-thread executor) Python code.
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subscribe_msg_D, which subscribe topics, msg_C and msg_D, as shown in Listing 2

(lines 419). Topics msg_C and msg_D are published by an external node every second

and every two seconds, respectively. The executor.spin() call (line 25) initiates the

executor to schedule these callbacks. However, the cases di®er in combinations of the

callback group and executor, which result in varying callback concurrency behaviors.

In Listing 2, Case 1 uses a single-threaded executor (line 22), with all callbacks placed

in a mutually exclusive callback group (line 3). In Listing 3, Case 2 employs a

multi-threaded executor with four threads (line 5) while retaining the same mutually

exclusive callback group as in Case 1 (line 2). Finally, in Listing 4, Case 3 uses the

same multi-threaded executor as Case 2 (line 7) but replaces the mutually exclusive

callback group with a reentrant callback group to manage the callbacks (lines 3).

We speci¯ed the three cases in YAML to automatically generate UPPAAL

models and 29 model checking queries listed in Table 3 using our tool. For each

veri¯cation purpose, multiple queries were generated for all possible combinations of

query parameters. We performed model checking to verify that the models for each

case satisfy these queries (i.e. veri¯cation properties).

6.2. Analysis Results

Table 4 summarizes the veri¯cation results (pass or fail) of the queries for each case,

along with their veri¯cation time and memory usage. From the results, we can

observe that the callback concurrency behaviors speci¯ed by the queries vary across

the cases. These behaviors are as follows:

. In all paths, our model exhibits no deadlock (Q1 for all cases), and all callback

functions are reachable (Q2–5 for all cases).

. Callbacks in mutually exclusive groups are not executed concurrently (Q6–11 and

Q16–21 for Cases 1 and 2) in all paths, while paths with concurrent execution of

callbacks exist in reentrant groups (Q6–11 and Q16–21 for Case 3).

Listing 4. Case 3 (reentrant callback group and multi-thread executor) Python code.

Listing 3. Case 2 (mutually exclusive callback group and multi-thread executor) Python code.
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. In all paths, while a tenant callback is executing, the mutually-exclusive groups

prevent other tenant callbacks from executing (Q12–15 and Q22–25 for Cases 1

and 2), whereas reentrant groups allow concurrent execution of other tenant

callbacks (Q12–15 and Q22–25 for Case 3).

. Even if the timer callback was in the ready state during the polling phase, it may

not be scheduled (Q26 and Q27 for all cases). As explained in Sec. 4.4, this is

because the ROS 2 executor checks the readiness of the timer callback directly

from the ROS 2 middleware, not from the ready set.

. Except for the timer callback, callback starvation (where a callback is ready during

polling but ¯nally not scheduled to a thread) does not occur in the single-threaded

executor (Q28 and Q29 for Case 1). On the other hand, in the multi-threaded

Table 3. Model checking queries under evaluation instantiated from the query templates.
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executor, callback starvation can occur for callbacks in mutually exclusive groups

due to group occupation (Q28 and Q29 for Case 2), but it does not occur for

callbacks in reentrant groups (Q28 and Q29 for Case 3).

These results con¯rm that the behavior of our model is consistent with that of

actual ROS 2, based on our knowledge [2, 3, 5–12]. This indicates that our UPPAAL

model accurately represents the functionalities of ROS 2 components, and the

veri¯cation results are reliable. In addition, the veri¯cation results reveal four notable

callback concurrency behaviors in the model checking traces (B1–4 in Table 4): (1)

round-robin scheduling in the single-threaded executor, (2) callback starvation in

mutually exclusive callback groups, (3) thread overload inmutually exclusive callback

groups, and (4) starvation-free execution in reentrant callback groups. We further

explore these behaviors shown in speci¯c model checking traces with logs of the actual

ROS 2 applications.

Table 4. ROS 2 callback concurrency model checking results. �= pass, �= fail, with veri¯cation time and

memory usage.
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6.2.1. Behavior 1: Round-robin scheduling of the single-threaded executor

The single-threaded executor in ROS 2 schedules callbacks in a round-robin manner,

prioritizing callback types in the order of timer, subscription, service, and client. An

example execution log is shown in Listing 5. Each log entry recorded by a callback

function follows the format: [INFO][$timestamp_(s)][$node_name]:$messa-

ge_of_logger # ($scheduled_thread, $execution_time). The log reveals a

repeated sequence of messages: pub A, pub B, sub C, and sub D. This behavior is also

re°ected in our model checking trace illustrated in Fig. 6. The executor sequentially

schedules the highest-priority callback to the single thread andwaits for the callback to

complete before processing the next one. This scheduling approach ensures that all

callbacks are eventually executed (i.e. no callback is starved), as veri¯edbyQ28 inCase

1. However, if a callback occupies the thread for a long time, other callbacks may

experience signi¯cant delays. As a result, the timing constraints of callbacks (e.g. the

period of a timer callback) cannot be guaranteed.

6.2.2. Behavior 2: Callback starvation in the mutually exclusive callback group

Mutually exclusive callback groups are used with a multi-threaded executor to divide

callbacks into multiple independent sets. In this scenario, developers should be aware

that callbacks in a mutually exclusive callback group can experience starvation,

unlikely to the case of a single-threaded executor. The log in Listing 6 shows that the

callback function subscribe_msg_D (SUB2) is never executed. In our case study

setup in Sec. 6.1, an external node publishes msg_C every second and msg_D every two

seconds. Processing callback SUB1 takes approximately 1 s, while processing callback

SUB2 takes about 2 s. As a result, whenever callback SUB2 becomes ready, callback

SUB1 is also ready at the same time. Since the execution of callback SUB1 is scheduled

slightly earlier than callback SUB2 even if there are multiple threads, SUB1 occupies

the callback group, causing SUB2 to be skipped over for scheduling. This behavior is

also veri¯ed through our model checking, as shown in Fig. 7. The trace illustrates

that callbacks TMR1, TMR2, and SUB1 are scheduled sequentially, and the executor

Listing 5. An example execution log of Case 1 (Single-thread executor and mutually exclusive callback

group).
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returns to the next polling phase, while SUB2 is not scheduled due to the closed

callback group (the trace of the callback group is omitted here for brevity). This

occurs even when another thread is available. The potential for callback starvation is

exhaustively veri¯ed by Q28 in Case 2.

Fig. 6. An example model checking trace of Case 1.
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6.2.3. Behavior 3: Busy thread with the mutually exclusive callback group

When using a multi-threaded executor, the callback execution load is not guaranteed

to be equally distributed across threads, and one thread may become busier than

others. When the execution time of a callback is very short, such as timer callbacks

publishing small data (e.g. TMR1 and TMR2 in our cases), after the callback is assigned

Listing 6. Execution logs of Case 2 (Multi-thread executor and Mutually exclusive callback group).

Fig. 7. An example model checking trace of Case 2.
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to a thread and completes in a short time, the next ready callback is likely to be

assigned to the same thread again. The selection of a thread for scheduling is de-

termined by the operating system and is not directly managed by ROS 2. This can

also happen with a reentrant callback group but is more likely to be observed with a

mutually exclusive callback group. Both the execution log in Listing 6 and the model

checking trace in Fig 7 veri¯es this experience. They demonstrate that the callbacks

(except for a starved callback) are repeatedly assigned to the same thread.

6.2.4. Behavior 4: Callback starvation-free in the reentrant callback group

When the number of threads is greater than or equal to the number of callbacks,

callbacks in a reentrant group are not starved. Both Listing 7 illustrates this case.

The assignment of all callbacks is completed very quickly to threads T1-4, so the

execution of callbacks starts almost simultaneously (in lines 1-4). Then, the next

polling and scheduling begins instantly with the available threads, allowing T1-3 to

execute callbacks while T4 continues running the callback SUB2, which takes two

seconds (in lines 5-7). The model checking also covers this possible path, as shown in

Fig. 8. The executor assigns a callback even if the previously assigned callback has

not yet been completed, as they belong to a reentrant group. This snippet of the trace

°ows within a short period of real application time, after which the executor proceeds

to the next polling phase. Including this trace, the UPPAAL model checker

exhaustively veri¯es that callback starvation does not occur in any path, as veri¯ed

by Q28 in Case 3.

6.3. Analysis cost of using model checking

Model checking is e®ective for exhaustively verifying all possible execution paths of

the system under veri¯cation, but it is expensive in terms of computation. The

exploration space of our ROS 2 callback concurrency model corresponds to the

number of callbacks and threads. In addition, models with a reentrant group have a

larger space than those with a mutually exclusive group, as the former allows many

Listing 7. An example execution log of Case 3 (Multi-thread executor and Reentrant callback group).
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callbacks to be executed simultaneously. Therefore, we report the model checking

time based on the pairs of the number of callbacks and threads with either a mutually

exclusive or a reentrant group in Table 5. We used the `A[] not deadlock' query,

Fig. 8. An example model checking trace of Case 3.

Table 5. Model checking time (seconds) pairs (x/y) by number of callbacks and threads, using either a
mutually exclusive (x) or reentrant (y) callback group.

# of

call-backs

# of
threads

1 2 3 4 5

1 0.002 / 0.003 0.007 / 0.007 0.016 / 0.024 0.053 / 0.052 0.368 / 0.702

2 0.001 / 0.006 0.014 / 0.011 0.055 / 0.075 0.559 /0.719 6.095/7.524

3 0.005 /0.007 0.009 / 0.043 0.066 / 0.61 0.56 /9.421 6.137 / 113.739

4 0.004 /0.013 0.009 / 0.19 0.06 / 5.403 0.566 /101.186 6.293/ 1531.545

5 0.002 /0.014 0.015 / 1.004 0.067 / 44.338 0.591/ 1051.959 6.341/N/A

20 Y.-J. Shin
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which took the longest veri¯cation time among our query templates, to show the

worst-case scenario.

As expected, we observed that as the number of callbacks and threads increases,

the veri¯cation time increases exponentially. Moreover, when the callbacks belong to

a reentrant group, we observed signi¯cantly higher time consumption. For instance,

when a node has 5 callbacks in a reentrant group and a four-threaded executor, the

model checking takes about 25 min (1531 s). When ¯ve threads are modeled, the

model checking cannot be completed within a practical time (e.g. a few hours) on a

desktop with 64GB of RAM.

Therefore, to verifyROS2 callback concurrency using theUPPAALmodel checker,

the modeling��� covering callbacks, callback groups, and threads��� should considers

the associated computational cost. In ROS 2, designing a node to handle a single task

through a small number of core callback functions is a golden rule for modularity and

maintainability. Hence, our ROS 2 callback concurrency model is particularly useful

for verifying nodes with a limited number of core callbacks, as model checking ex-

haustively explores all possible paths to provide proof of the system's properties.

7. Discussion

While we have validated that our model accurately represents ROS 2 components

a®ecting callback concurrency, its validity may be internally threatened by potential

misunderstandings of ROS 2 behavior. To mitigate this risk, we thoroughly analyzed

the ROS 2 source code and o±cial documentation, cross-checking with related works

[2, 3, 5, 6]. Additionally, external threats arise from ROS 2's continuous evolution,

with frequent updates and new callback scheduling mechanisms [7–12]. However,

since our model captures core functionalities, we believe it provides a solid and

extensible foundation for future adaptations of our approach.

Given the validity of our approach, several user groups can bene¯t from our

contributions: Developers can formally verify callback concurrency behaviors in

real-world ROS 2 applications using our models, enabling them to identify and

prevent concurrency issues, such as callback starvation and thread overload, at the

design stage before deployment, supported by an intuitive UPPAAL model gener-

ation tool. Researchers can extend our model for deeper analysis of the new

releases of ROS 2 or advanced ROS 2 components. ROS 2 beginners can explore

callback concurrency by simulating our models on UPPAAL model checker, with our

veri¯cation report carefully structured to highlight key ROS 2 behaviors.

8. Conclusion

Despite the signi¯cant impact of ROS 2 callback concurrency on robotic applica-

tions, a few studies comprehensively model and verify the interplay of callbacks,

callback groups, and multi-threaded executors. In this paper, we proposed a novel

and practical approach for modeling and verifying ROS 2 callback concurrency using

Modeling and Veri¯cation of ROS 2 Callback Concurrency Using UPPAAL Model Checker 21
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the UPPAAL model checker. We developed reusable model templates for callbacks,

callback groups, threads, and executors, along with a suite of model checking queries.

Additionally, we introduced an automated tool that generates UPPAAL model code

from simple ROS 2 node speci¯cations, streamlining veri¯cation for practitioners.

We validated our approach through three representative ROS 2 callback concur-

rency cases. The veri¯cation reports con¯rmed the correctness of our models and

revealed concurrency issues, such as round-robin scheduling, callback starvation, and

busy threads. These ¯ndings o®er valuable insights for developers and practitioners

in ROS 2, and our models and queries facilitate further exploration of ROS 2 callback

concurrency in the industry.

In future work, we plan to apply our modeling and veri¯cation approach to real-

world robotic applications of our industry partners, such as automated wheelchairs

and patrol robots, to verify safety concerns in their services. Additionally, we aim to

extend our models and queries to use statisticalmodel checking [21, 22] for evaluating

performance aspects like timing and security, enhancing the scalability and com-

prehensiveness of our approach [23].
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